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O otdx0¢ TNG AoKNOoNG €ival va dnUIoOLPYrNCOULUE £va EIKOVIKO TIEPIBAAAOVTIKO
otabuod mou rapayel MePLodIKA HETPNOELG BeppoKpaciag, vypaaciac agpog, vypaaciag
€6AdOULC Kal EVTAONG AEPOG. 2 TN CLVEXELA EAEYXEL TIG TIMEG KAl av auTeG SladpEPouV Tavw
ard 10% arnootEANovTal O PNXAVIOPO CLUAAOYNG SeSOUEVWV. AV TIEPATEL XPOVIKO
dlaotnua mevte Aentwv anod Tnv TEAELTAIA ArOCTOAN dedOUEVWY, ATOTTEAAOVTAL OL
TpEXOLOEG TIMEG. O Server enefepyaletal Ta dedopeva ouv katagpOAavouv Kal av
dlaruotwOei OTL N Bepuokpaaoia epiBarlovtog avrnbnke kata 40% kai n vypacia agpa
Hewdnke kata 50% ta TeAeutaia MEvTe AEMTA, AnMOoTEAAEL e1d0TT0INCN YE email oTo
xprnotn. TEAog anobnkevel Ta dedopeva oe Paon dedopEvwy Kal tapayel ypadrnuata pe
TIG YETPNOELG.
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To ovotnua aroteAeite anod OVO CUOKEVEG Kal Tipoypdpuarta, tov loT
HETEWPOAOYIKO oTabuod (ota aplotepd) o Aatdpopua Raspberry Pi kal to Server, o
oroiog Tpexel peoa oto Docker. O petewpoAoyIkOG oTaBudc KaBwG Kal 0 Server TPEXOLV
npoypauuata ypaupéva oe y\wooa Python.



Nna rto Raspberry Pi

To Raspberry pi gival pia oeipd JIKpwy, XapnAoL KOGTOUG LTTOAOYLIOTWVY LG
TAGKETAG (single-board computer) 0To pEyebOC MICTWTIKNG KAPTAG, TIOL dNploLPYNHONKe
oto Hvwpuévo Baailelo 1o Oefpoudpio tou 2012 and to Raspberry pi Foundation, yia tnv
EVKOAOTEPN €KPABNON TNG EMIOTAMNG TWV UTIOAOYIOTWYV OTA CXOAEIQ.

Oa mnpérnel va KateBACOLE TO TIO TPOTPATO AEITOVPYIKO CUCTNUA YIA TO pi anod
TNV lotooeAida TOL KATAOKELAOTH, KAl va TO eyKataoTriooupe otnv SD KapTa. 21N
OLVEXELQ PTIOPOLUE av BEAOLPE va TIPOCBETOLPE Eva KEVO apxeio e dvoua “ssh” oto
Boot katdA\oyo yla va eVePYOTIOIiOOLE TNV €V AOYO AEITOLPYIA KAl VA UTTOPOULE va TO
xpnotuortoirjoovpe headless. TEAOG apkei va avaabuicovpe Ta mpoypdupata Kat ta
TIOKETA PAG TPEXOVTAG TNV EVTOAN:

sudo apt update && apt upgrade

MNa to Server

Na ™ dnuioupyia Tou Server xpnotgoroinoa yh\wooa Python, To web framework
Flask yia dnuiovpyia Tou webapp kat Tnv dlaxeipnon TIG El0EPXOPEVNG TIANPOdOopIag Kat
Docker mpokelgévou va eival 1o e0KoAn n eykataotaon. To Flask eival éva framework pe
TO OTIOIO PTIOPOUVHE va SnuIoLPYHooUPE IOTOOEAISEG Kal S1adIKTLAKA TIPOYPAPMATA KABWEG
Kal va dlaxelplotovpe Rest api. Evw pe to Docker pyrtopoupe va dtiaéoupe Kat va TpeEovpe
Containers, ripokettat yia OS-level virtualisation.

dtiaxvovtag €va dockerfile oo omoio opifovpe TO AEITOLPYIKO, TA TIPOYPAUHATA
Tou BEAOLPE va EYKATAOTHOOUME, KABWG Kal HETABANTEG 1] EVTOAEG TIou BEAouuE va
ekteAéooupe dnulovpyeite eva Docker Image To omoio PeTd Propoupe va TPEEOUE.

s Image =SS

build # run

Dockerfile Docker Image Docker Container



https://www.raspberrypi.org/software/

Na to Server

["la va eykaTtaoTroovpE TO TIPOYPAUHA Ba TIPETIEL VA EXOVPE EYKATECTNHUEVO TO
Docker. 2Tn ouvexela apkei va kateBAocoupe TO apxeio server TOTIKQ, va petadpepboupe
OTOV LTTOKATAAOYO Kal va TpEEouE TO apxeio docker-compose.yml e TNV EVIOAN:

docker-compose -f "server/docker-compose.yml" up -d --build

H evtoAn avtr} 8a dnuovpynoel kat Ba TpeEel To image. Av petadpepBolLpe otn
61e0Buvon ToU pNXavhUATog OTO OToIo KAvape Tnv eykatdaotaon (ry http://localhost:5000
av 1o TpEEape TotukaA) Ba mperel va dovpe To privupa “Server is up and ready to receive”,
evw av petadepBovpe otnv oelida localhost:3000 kat cuvdeBovpe ato WebApp tou
Grafana pe 6vopa xprotn kKat Kwdiko admin.

</
Welcome to Grafana

Democratising data

Mapatnpovpe OTL €xel dnuiovpynBel avtopata eva DashBoard pe ovopa Pi. EriAéyovtag
TO, epdavifovral Ta dedopeva pag (av LTIAPXOLV).

22:58 23:00 23:02 23:04

Temperature — Air Humidity Ground Humidity Wind Speed


http://localhost:5000

MNa to nepiBaiAlovrtiko oTaduo

Ma va eykataoTtrioouue TO TIPOYPAPKA APKEL va €xouue eykateotnuévn tnv Python3
(Epxetal mpoeykateatnuevn pe to Pi), va avtiypdpoupe to pAkeAo client Totkda Kal va
TpECOLUE TO client.py. Av dev €xoupe eykateoTnpévn TNV PBIBALOBNKN requests Ba mpemel
va TPEEOLE TNV EVTOAN

pip install -r requirements.txt

— &

lMa va eKTeEAEcOLPE TO TIPOYPApUA TPEXoLpE To client.py amd To katdAoyo client
XPNOLLOTIOWVTAG:

client

pi@raspberrypi: $ python3 client.py

Kata tnv ektéAeon Ba pag {ntnbei n dievbuvon tou Server (to port maipvel TiPA
avtopata 5000), o omoiog Ba mpemnel O va TpEXEL. 2T cuvexela Ba pag {ntnbei va
EMAEEOLPE TPOTIO AEITOLPYIAG TOL TIPOYPAUHUATOG.

piPraspberrypi: python3 ./client.py
Please enter the server ip

IP: 192.168.1.11

Using http://192.168.1.11:5000

Connected to the url

Please select one of the two modes
Generate random data
Import data from json

of the mode you want (1/2): J§

EmAéyovTtag Tnv mpwTn €rAoyr) TO MPOYPAHHA Tapayel Tuxaia 6edopeva, evw Pe
Tnv &e0TEPN €TIAOYN YiveTal El0aywyr] Twv dedopevwy amnod apxeio (.json). Autr n eruioyn
KAVEL EVKOAOTEPN TNV €VPeECN AaBwWV 0TO KWOLIKA, KABWG TPEXEL yvwaoTA dedopeEva Kal
EAEYXEL OAEC TIG, YIA TNV AOKNON QrAITOVPEVEG AElTOLPYIEG (artooToAr dedopevwy,
eldorolnoewy, Ka). Kata tnv eKTEAean To MPOyPAUHa TUTIWVEL OTNV 000V OAEC TIG
HMETPNOELG TIOU TINPE, KAL AV AUTEG ATOoTAABNKav oTo Server.

Current sensor value is: {'time': '©0:49:20', 'temperature': 17.4, 'ground-humidity': 708, 'air-humidity': 72, 'windspeed': 8}
Send: {'time': '©0:49:20', 'temperature': 17.4, 'air-humidity': 72, 'ground-humidity': 7@, 'windspeed': 8}

Current sensor value is: {'time': '©0:49:50', 'temperature': 19.8, 'ground-humidity': 69, 'air-humidity': 70, 'windspeed': 7}

temperature
compaired {'time': '00:49:50', 'temperature': 19.8, 'ground-humidity': 69, 'air-humidity': 70, 'windspeed': 7} with {'time':
Send: {'time': '©0:49:50', 'temperature': 19.8, 'air-humidity': 70, 'ground-humidity': 69, 'windspeed': 7}




Me tn xprjon Tou selection_menus.select_operating_mode() kal
selection_menus.server_ip_address() epdpaviCovral Ta pevou mou {nTave aro To Xprjotn 1o
Port kal tn Aettoupyia mov Ba Eekivroel.

def select_operating_mode():
def server_ip_address(): "' 'Mode selection and menu draw''’
'''Server ip user input and menu draw'''

draw_menu = u

print("Please enter the server ip")
while True:

\u001b[4m\u601b[44m Please select one of the two modes \u@eib[em|
\u001b[31m1.\u601b[Om Generate random data
url = "http://" + input("IP: ") + ":" + "5000" \u001b[31m2.\ue01b[6m Import data from json

print("Using "+url) draw_g on = u"\nType the \u@01b[31mnumber\u00ib[6m of the mode you want (1/2): "
timeout = 5
tr

requests.get(url, timeout=timeout)

print("Connected to the url")

return url+"/api/send"

iEg

print("No internet connection.")

print("ERROR")

To poypappa dnuiovpyei Tuxaieg HETPNONG PE TN XPrON TOL MAPAKATW KWOIKA.
ESw, av To emBupovpe pyrmopovpe va aAAA&oupe To eVPOCG TWV TIHwV. O KWOIKAG yla TNV
Bepuokpaaoia eivatl Aiyo d1adopeTIKOG yia va rmapayel Bepuokpacie pe akpifela evog
6eKadIkoL.

def weather_station():
'''Create random weather data'''

temp_min 30 #Temperature range in Celsius
temp_max

airhum_min 0 #Air humidity range in percentage
airhum_max =

grdhum_min = #Ground humidity range in percentage
grdhum_m

wind_min #Wind speed in Km/h
wind_max = 10

measurment = {
"temperature": random.randrange(temp_min * 10, temp_max * 10)/10,
"air-humidity": random.randrange(airhum_min, airhum_max),
"ground-humidity": random.randrange(grdhum_min, grdhum_max),
"windspeed": random.randrange(wind_min, wind_max),
"time": datetime.now().strftime("%H:%M:%S"), #lLog current time
}

return measurment




H weather_station() eriotpedel eva avtikeipyevo dict(). To omoio cuykpivel, ye TNV
xpron Twv Bondntikwv cuvaptroswyv percentage() (ox. 1.0) kat five_minutes_passed() (ox.
1.1) pe TNV TEAEUTAIA TN TIOU EOTAAN.

def percentage(new, old):

''"'Check if numbers are within 10% of eachother (old value +10%)'"'"'
return bool(not (old - old * 10 / 100.0) <= new <= (old + old * 10 /
100.0))

ox. 1.0
o

def five_minute_passed(time_last_send):
'''Checks if 5min have passed'''

time_last_send = time_last_send['time']

time_now = datetime.now().strftime("%H:%M:%S")

tdelta = datetime.strptime(time_now, '%H:%M:%S') -
datetime.strptime(time_last_send, '%H:%M:%S')

if tdelta.seconds > 3
print("SEND CAUSE TIME PASSED")
return True

ox 1.1

Av ol petprioelg dladpEpouv Kata SEKa Ta ekato (teAevutaia Tipr £10%) i av €xouv
TEPACEL TIEVTE AETITA ATIO TNV TEAELTAIA POPA IOV E0TAAN TIPN ATIOCTEAAETAL KAL AUTH
oto Server og popdr) JSON.

if more_than_10_percent(last_send, curr_measurement) or five _minute_passed(last_send):
last_send = curr_measurement.copy()
print("Send: " + str(last_send) + "\n")
try:

put(url=url, json=json.dumps(last_send))
except ConnectionError:

print("ERROR: Lost connection with server"
return 0

Aev xpnowgoroleital kapia peBodog eCakpifwaoelg otolxeiwv, av otalovv dedopeva
oto /api/send, kal eival otn popdr) Tov TePIPEVEL 0 Server Ba ta dexTel. Av TPEXOUME TO
oLOTNUA OTO TOTIKO pag SIKTLO (OTIWG KAVOULE yla TNV Aoknon) &ev LTIAPXEL TTPOPBANUA.
Qotdoo av Bélape va AapBAvoue PETPNOELG ATIO HETEWPOAOYIKOUG OTABUOUG HECW TOL
Ol1aduKTIoU, Ba Tav OKOTIO va KAVOULUE XPHon Hlag TETolag pebddou, OTwe yia
napadetypa API Tokens.



https://pyjwt.readthedocs.io
https://pyjwt.readthedocs.io

To poypappa pag repiuevel va AdPet dedopeva otnv napakatw dievbuvon oe popdn
JSON:

http://localhost:5000/api/send/

Ta 6éedopéva mov anooteAlovtal cwlovtal TOTUKA o€ Pila Aiota, n ortoia dlatnpeei
TIG TIPOODATEG PETPNOELG £TOL WOTE VA PTIOPEL va Yivel N oLUYKPLON TOL ETIOPEVOL
EPWTAMATOG.

class ReceiveMeasurments(Resource):

def put(self):

Receives data send to api'''

measurments.append(json.loads(request.get_json()))
data_process.real_time_processing(measurments)
return 200

api.add_resource(ReceiveMeasurments, '/api/send')




Ta otolxeia mouv KatapTAvouv OTO Server TIPETIEL va TA ETEEEPYATTOVE YA va
dlaruotwooupe av n Bepuokpaacia riepiBarlovtog £xel avénBei kata 40% kalt n vypacia
agpa pelwbei kata 50% ta teAeuTaia MEVTE AETTA OTNV TEPITITWON TIOL ALTO LoxXLEL Ba
TIPETIEL va artooTeiAovpe €160TI0INCN OTOV XProtn.

Ma tnv arnmootoAn ewdorolnoewyv Ba kavoupue xprjon AoyaptacpoL Gmail (yia xapen
TIG AoKNong dnulovpyNnoa Kavoupyto) oTov ortoio Ba mperel va mAonynBoupe otnv oeAida
HE TIC puBioelC yIa TNV aoPAAELA KAl VA EVEPYOTIOLCOLKE TNV AelToupyia Less secure
app access.

Less secure app access

v
Your account is vulnerable because you allow apps and devices that I

use less secure sign-in technology to access your account. To keep
your account secure, Google will automatically turn this setting OFF if

it's not being used

On

2T CLVEXELQ APKEL va avTlypAPoupE TO OvVopa XProtn Kal To KwdIKO pag oto
dAakeAo .env (server/.env).


https://myaccount.google.com/security

‘Otav pla getpnon kataptavel OTo server anobnkeveTal oe pla Aiota
(MEASUREMENTS) n otmoia kpatdel MAvTa TIG TIMEG TWV TEAEUTAIWV TIEVTE AETTTWV,
eriong arnooteAAeTal otn Bacn deSopEVWV.

def put(self):
new_data = json.loads(request.get_json())

MEASUREMENTS . append(new_data.copy())
database_handle.send_data(new_data.copy())
data_process.real_time_processing(MEASUREMENTS)
return 200

H tiuny mou €dtaoce (latest_measurment) cuykpivetal pe TG LTIOAOITIEG TIPEG TIG AioTag
(BAene mapatrpnon). Av dlarotwBei OTL pila Tiun TIG Aiotag eival maAaldtepn amno MEVTE
Aemttq, tOTE Quth adalpeital:

else:
data.remove(measurement)

Evw av eival evtog Twv 5 Aemttwy, yivetal clykplon pe Tnv Ponbela Tic fondntikng
ouvdpTtnong percentage():

def percentage(old, new, operator, percent):

Check if numbers are within range

if operator = '+':
return bool(round((old + old * percent / 100.0),

elif operator = '-':

return bool(round((old - old * percent / 100.0))

surement[ 'temperature'], latest_meast ent['temperature'], '+', 40) and
ieasurement['air-humidity'], latest_measurement['air-humidity'], '-', 50):

nt['temperature'], latest_measurement['temperature'], measurement['air-humidity'],
measurement['air-humidity'])




Av dlariiotwBel OTL N KawvoLpyla PETPNON £xel avénuevn Beppuokpacia kata 40% kat
Melwpevn vypacia kata 50% ToTE pe TN Xprion Tng ouvavtnong send_mail(), otnv oroia

POWOOLPE TNG HETPNOELG £TOL WOTE VA ATTOCTAAOUV KAl AUTEG OTO XPrOTr, OTEAVOUUE TNV
eldoroinon.

m GMAIL 3m ago

rpi.iot.weatherserver@gmail.com
Weather Staion Report

Weather is off the charts !!!! The temperature
went from 19.1 to 26.7 in five minutes, thats a
40% increase! And the air humidity went from
65 to 32 in five minutes, thats a 50% drop!

Ao tnv €kdoon Python 3.0 n xprion tTng round() €xel aAAGEeL pe artotéleopa yia *.5
ETOTPEPEL TOV TTOLO KOVTIVO Cuyo aplBuod (Gaussian rounding fj Banker rounding). Na
napadeilypa 1o round(2.5) va emiotpedel armoTeEAeopa 2 Kat oxL 3.

2TO KWOIKA XPNOIUOTIOW auTr TN AetTovpyia otav LroAoyileTal av n vypacia agpa xel
pelwBei kata 50% n av n Beppokpacia €xel avénbei kata 40%. ‘Ekpiva nwg dev urtapxel
AOYOG va aAAA€w TN AetToupyia, wotdoo av Kpivoupe OTL enPeAlel TA AMOTEAECUATA PAG
pTIopoLpE eite va PpTiagovpe dIKIA pag cuvapTnon i va kavouue xprion tTng math.ceil(x).


https://docs.python.org/3/whatsnew/3.0.html

Ta 6éedopéva tov AapPavel o Server artobnkevovtal oe Bacn dedopevwy InfluxDB
Kal otn ouvexela areikovifovrtal oe ypadiko rieplBAAAov pe tn popdr ypadnudatwy Pe Tn
xprion tou Grafana.

Na va eykataotrioouvue TN Pacn dedopevwy InfluxDB mpocBETouvEe TO TTAPAKATW KWAIKA
oto apxeio Docker-compose.yml

influxdb:
environment:
INFLUXDB_DB: ${DatabaseName}
INFLUXDB_ADMIN_USER: ${AdminUser}
INFLUXDB_ADMIN_PASSWORD: ${AdminPass}

INFLUXDB_HTTP_AUTH_ENABLED: "true"
INFLUXDB_USER: ${User}
INFLUXDB_USER_PASSWORD: ${UserPass}
container_name: "influxdb"
image: influxdb:latest
volumes:
- influxdata:/var/lib/influxdb

Auto mepvdel oto container TIG anaitovpeveg petaBAnteg (Usernames, passwords Kat
Database name) ano6 1o apxeio .env, kateBadel n molo npoodatn €kdoon TnG PAaong
(container image) kat opiCel tov Ba arobnkevovtal Ta dedopéva Tng.


https://www.influxdata.com
https://grafana.com

Nna to Grafana npooBeToLPE TA TIAPAKATW OTO O10 APXEIO:

grafana:

container_name: "grafana"
image: grafana/grafana:latest
depends_on:
- influxdb
environment:
INFLUXDB_DATABASE: ${DatabaseName}
INFLUXDB_USERNAME: ${User}
INFLUXDB_PASSWORD: ${UserPass}
ports:
- 3000:3000
volumes:
- ./grafana-provisioning/:/etc/grafana/provisioning
- grafanadata:/var/lib/grafana

‘Onwg kat yia tn Influx, mepvape Toug KWOIKOUG £TOL WOTE va PTopEi va ouvOebei
otn Baon, katePaloupe TNV o TIPoGodatn ekdoon tov Grafana, dpopoAoyolpe Tnv OPTA
3000 tou container atnv 3000 Tou Host System, opiCoupe mov Ba arnobnkevovtal Ta
dedopéva kat tepvApe Tov LTTIOKATAAOYo grafana-provisioning.

dashboards
dashboard.yml
grafana_panel. json

datasources

L— datasrouce.yml

AuTOG 0 pakelog Tpododotei To Grafana pe ta otoeia mov xpelaletal yla va KAvel
Tn ovvdeon e TN BAon Kal va dnUIovPYNHOoEL AUTOMATA TA YypadrnuaTa, Xweic va xpelaletal
va TO KAVEL 0 XProTnG.

Ta t€ooepa query, he Ta avriotolxa Allias ovopata rou Tpéxel To Grafana yia tnv
AreKOVIoN TwV YypadnuAaTwy givat:

"temperature" FROM “Rpi data"
"air-humidity" FROM "Rpi data"

"ground-humidity" FROM “Rpi data"
"windspeed" FROM “Rpi data"
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