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Docker

ApxKd Ba TIPETTEL VO KAVOULLE Uia TIPOEPYATLA KoL VO
eykataotnioovpe tov docker kot kamola epyaieia Tov Ba
XPNOLUOTIOI)COVLE OTNV CUVEXELX VLA TNV VAOTION 0N TN G £pYAciag.

Eyratdaoroon Docker

curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo
apt-key add -

sudo add-apt-repository "deb [arch=amd64]
https://download.docker.com/linux/ubuntu $(lsb release -cs)
stable"

sudo apt update

sudo apt install -y docker-ce
echo "or"
sudo apt install docker*

sudo systemctl status docker
sudo usermod -aG docker username #0omov username TO Ovoud

Tov XpAotn mov Ba douvAevel pe docker kate

Docker compose

sudo curl -L
"https://github.com/docker/compose/releases/download/1.24.1/do
cker-compose-$(uname -s)-$(uname -m)" -o
/usr/local/bin/docker-compose

sudo chmod +x /usr/local/bin/docker-compose

sudo 1n -s /usr/local/bin/docker-compose /usr/bin/docker-
compose



Swarmlab-sec

cd /tmp

mkdir test

cd test

git clone https://git.swarmlab.io:3000/swarmlab/swarmlab-
sec.git

cd swarmlab-sec

mkdir project

cd project
../install/usr/share/swarmlab.io/sec/swarmlab-sec create
../install/usr/share/swarmlab.io/sec/swarmlab-sec up size=3
onkwvovue 3 clusters

Eykoatdotoon epyoleicov

sudo apt update

sudo apt install hping3

sudo apt install medusa

sudo apt-get install fail2ban
sudo apt install apache2

sudo apt install openvpn

1. Dos/DDos Attacks
1.1. Bplokovue TNV ip

Apxixa cuvdedpaote otov Master kat Bpiokovpe v ip

../install/usr/share/swarmlab.io/sec/swarmlab-sec login
ifconfig

ESw 0a mapovpe tvip 172.19.0.2



kate@kate-virtualBox:/ E £

kate@kate-vVirtualBox ft 1lab tS .. /install/usr/share/swarml
ab.iofsec/swarmlab-sec login

To run a command as administrator (user "root"), use "sudo <command=".

See "man sudo root" for details.

docker@sd98c91@1dc3: /projects ifconfig
etho: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST= mtu 1500
inet 172.19.0.2 netmask 255.255.0.8 broadcast 172.19.255.255
ether 82:42:ac:13:00:82 txqueuelen @ (Ethernet)
RX packets 68 bytes 8549 (8.5 KB)
RX errors ® dropped @ overruns & frame 0
TX packets © bytes @ (0.0 B)
TX errors ® dropped @ overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
loop txqueuelen 1000 (Local Loopback)
RX packets 3288 bytes 202104 (282.1 KB)
RX errors @ dropped @ overruns © frame @
TX packets 3208 bytes 202104 (202.1 KB)
TX errors ® dropped 8 overruns 8 carrier 8 collisions 8

1.2. EOpeon live hosts

Bpiokouye toug live hosts ,Tig ips S1evBivoelg Twv workers Kot avoLyTéG TTOPTEC.

nmap -sP 172.19.0.*
nmap -p 172.19.0.3

docker@dd9os8c9101dc3: fprojectS nmap -sP 172.19.0.%

Starting Nmap 7.60 ( https://nmap.org ) at 2021-01-09 09:46 UTC
scan report for 172.19.8.1
is up (0.80091s latency).
scan report for 8d98c9181dc3 (172.19.68.2)

is up (0.00067s latency).

scan report for project_worker_1.project_net (172.19.8.3)

is up (0.80060s latency).

scan report for project worker 2.project net (172.19.8.4)

is up (0.80045s latency).

done: 256 IP addresses (4 hosts up) scanned in 16.09 seconds
8d98c91681dc3: /projects




docker@sdog8c9101dc3: /project$ nmap -p- 172.19.0.3

Starting Nmap 7.60 ( https://nmap.org ) at 2021-61-89 89:53 UTC
Nmap scan report for project worker 1.project net (172.19.0.3)
Host is up (0.80033s latency).

Mot shown: 65534 closed ports

PORT STATE SERVICE

22/tcp open ssh

Mmap done: 1 IP address (1 host up) scanned in 3.91 seconds
docker@8do8c9101dc3: /projects

1.3. Eni6eon DOS

['a va Eektvnoovpe TV BT TIPETEL TTPWTA VA EYOVUE EYKATACTNOEL TO
hping3(0Tw¢ avagépbnke Tapamavw ) .ZTh CUVEXELX CUVOEOUAOTE GTOV
worker_1 wg €&ng ssh docker@172.19.0.3 password:docker.

Emerta tpéyoupe TV mapakdtw evtoAn yla va emitefolpe otov worker_2 pe ip
172.19.0.4.

sudo hping3 -V -c 400 -d 120 -S -p 22 --flood --rand-source
172.19.0.4

OTIoV,

-c:aplOpog maxketwy (400)

-d:péyebog makétwy (120)

-S:TOToG TV TakeTwv(SYN)

-p:apBudg port (22)

-flood:kaTakAVOHOG ATIO TTAKETA
-rand-source:gu@aviorn Tuxaiwv source ips

1.4. NMapakoAo0ONoN emnibeonc

['la va mapakoAovBnoovpe v eniBeomn cuvdedpaote otov worker_2 (ssh
docker@172.19.0.4,password:docker) kat TpEXOVHE TNV TTAPAKAT®W EVTOAN

sudo tcpdump scr 172.19.0.3
N tcpdump port 22 && 'tcp[tcpflags]== tcp-syn’

tcpflags ==tcp-syn : yla tv katapétpnon Twv akéta SYN nou ¢tdvouy .


mailto:docker@172.19.0.3
mailto:docker@172.19.0.4,password:docker

To tcpdump pag Sivel pa meplypadn yLa To TTOKETO TTOU EVTOTILOE, OTIWG YL TTApASeLy o
TAnpodopieg yLa to péyeBoG KOl TO TIEPLEXOUEVO TWV TTAKETWVY. TEAOC, LOALG OAOKANpWOEL N
Sladikaola epdaviletal to MAROOG TWV MAKETWY MOV Kataypddnkayv, To TAR6og Twv
TIAKETWVY TIOU eVTOTioTNKAV e BAon To ¢piATpo Kol To MANB0C TWV MOKETWY TTOU
anoppidOnkav.Ta anotedéopata paivovtal OTLG ELKOVEC TTOU 0iKoAouBoUv.

P.], seq 1060460:1060688, ack 649, win 501, options [nop,nop,TS val 1326717994 ecr 3329493682], length 228
15:20:02.443608 IP 04b0c460652c.22 > project_master_1.project_net.53714: Flags [P.], seq 1060688:1060916,
in 501, options [nop,nop,TS val 1326717995 ecr 3329493682], length 228

15:20:02.444243 IP 04b8c460652c.22 > project master_1.project_net.53714: Flags a seq 1060916:1061144,
in 501, options [nop,nop,TS val 1326717995 ecr 3329493683], length 228

15:20:02.444499 IP 04b0c460652c.22 > project_master_1.project_net.53714: Flags a seq 1061144:1061372,
in 501, optiens [nop,nop,TS val 1326717996 ecr 3329493683], length 228

15:20:02.444837 IP 04b0c460652c.22 > project_master_1.project_net.53714: Flags 5 seq 1061372:10616600,
in 501, options [nop,nop,TS val 1326717996 ecr 3329493684], length 228

15:20:02.445248 IP 04b0c460652c.22 > project master_1.project_net.53714: Flags a seq 1061600:1061828,
in 501, options [nop,nop,TS val 1326717996 ecr 3329493684], length 228

15:20:02.445780 IP 04b0c460652c.22 > project_master_1.project_net.53714: Flags a seq 1061828:1062056,
in 501, optiens [nop,nop,TS val 1326717997 ecr 3329493684], length 228

15:20:02.446189 IP 04b0c460652c.22 > project_master_1.project_net.53714: Flags 5 seq 1062056:1062284,
in 501, options [nop,nop,TS val 1326717997 ecr 3329493684], length 228

15:20:02.447211 IP 04b8c460652c.22 > project master_1.project_net.53714: Flags a seq 1062284:1062512,
in 501, options [nop,nop,TS val 1326717998 ecr 3329493685], length 228

15:20:82.447467 1P 04b0c460652c.22 > project_master_1.project_net.53714: Flags a seq 1062512:1062740,
in 501, optiens [nop,nop,TS val 1326717999 ecr 3329493685], length 228

15:20:02.447713 IP 04b0c460652c.22 > project_master_1.project_net.53714: Flags 5 seq 1062740:1062968,
in 501, options [nop,nop,TS val 1326717999 ecr 3329493687], length 228

15:20:02.447938 1P 04b0c460652c.22 > project_master_1.project_net.53714: Flags a seq 1062968:1063196,
in 501, options [nop,nop,TS val 1326717999 ecr 3329493687], length 228

15:20:02.448288 1P 04b0c460652c.22 > project_master_1.project_net.53714: Flags a seq 1063196:1063424,
in 561, optiens [nop,nop,TS val 1326717999 ecr 3329493687], length 228

15:20:02.449159 IP 04b0c460652c.22 > project_master_1.project_net.53714: Flags 5 seq 1063424:1063652,
in 501, options [nop,nop,TS val 1326718080 ecr 3329493687], length 228

15:20:02.449432 1P 04b0c460652c.22 > project_master_1.project_net.53714: Flags a seq 1063652:1063880,
in 501, options [nop,nop,TS val 1326718001 ecr 3329493688], length 228

15:20:82.449659 IP 04b0c460652c.22 > project_master_1.project_net.53714: Flags a seq 1063880:1064108,
in 501, optiens [nop,nop,TS val 1326718081 ecr 3329493688], length 228

15:20:02.449903 IP 04b0c460652c.22 > project_master_1.project_net.53714: Flags 5 seq 1064108:1064336,
in 501, options [nop,nop,TS val 1326718081 ecr 3329493689], length 228

15:20:02.451121 1P 04b0c460652c.22 > project_master_1.project_net.53714: Flags a seq 1064336:1064564,
in 501, options [nop,nop,TS val 1326718082 ecr 3329493689], length 228

15:20:82.451404 IP 04b0c460652c.22 > project_master_1.project_net.53714: Flags a seq 1064564:1064792,
in 501, options [nop,nop,TS val 1326718083 ecr 3329493690], length 228

15:20:02.451637 IP 04b0c460652c.22 > project_master_1.project_net.53714: Flags 5 seq 1064792:1065020,
in 501, options [nop,nop,TS val 1326718083 ecr 3329493690], length 228

15:20:02.452046 1P 04b0c460652c.22 > project_master_1.project_net.53714: Flags a seq 1065020:1065248,
in 501, options [nop,nop,TS val 1326718083 ecr 3329493691], length 228

15:20:82.452300 IP 04b0c460652c.22 > project_master_1.project_net.53714: Flags a 1065248:1065476, ack

C

14012 packets captured
14032 packets received by filter

EH
[¢] ¢] LISTEN
<] LISTEN
<] LISTEN
i] LISTEN
¢] LISTEN
<] LISTEN
<] LISTEN
<] LISTEN
i] LISTEN
¢] LISTEN
<] LISTEN
<] LISTEN
<] LISTEN
¢] LISTEN

00000000000 Q

docker@8d98c9101dc3: /S



To netstat 6Tw¢ BAETOVUE SEV KATAPEPA VA AELITOVPYTOEL CWOTA.

1.5. AvtiueTwrion €niBeoncg

[l Vv Tpootacia évavtl Twv emBEcewv auTtwv Ba TpoToTon)oovE TO iptables
,0TIWG TTAPOVCLALETAL KAL GTNV CUVEXELA.

sudo iptables -I INPUT -s 172.19.0.3 -j DROP
sudo iptables -L
sudo iptables -nvL

hain INPUT (policy ACCEPT)
prot opt source destination
all -- 172.19.0.3 anywhere

hain FORWARD (policy DROP)
arget prot opt source destination
all -- anywhere EVTLERS
POCKER-ISOLATION-STAGE-1 all -- anywhere anywhere
1 all -- anywhere anywhere ctstate RELATED,ES

all -- anywhere anywhere
all -- anywhere anywhere
all -- anywhere anywhere
all -- anywhere anywhere ctstate RELATED,ES

INPUT (policy ACCEPT 440 packets, 264K bytes)
bytes target prot opt in out source destination

@ DROP all -- = * 172.19.0.3 0.0.0.0/0

FORWARD (policy DROP © packets, © bytes)
bytes target prot opt in out source destination

407M DOCKER-USER all -- * * 0.0.0.0/0 0.0.0.0/0

8732K 407M DOCKER-ISOLATION-STAGE-1 all -- * w 0.0.0.0/0
0.0.0.0/0

75542  25M ACCEPT all -- * br-96dbdf922b22 ©0.0.0.0/0

.0.0/0 ctstate RELATED,ESTABLISHED

66558 3977K DOCKER all -- * br-96dbdf922b22 0.0.6.0/0

.0.0/0

8589K 378M ACCEPT all -- br-96dbdf922b22 !br-96dbdf922b22 ©.0.0.0/0

0.0.0.0/0
66558 3977K ACCEPT all -- br-96dbdf922b22 br-96dbdf922b22 ©0.0.0.0/0

Q0TO00 Ao TNV TAPATIAV® SLAdIKAGIO SEV KATAPEPA VA TTAP® TA EMOVUNTA
QTMOTEAECUATA.

2. SSH Brute Force Attacks

To SSH givat éva ao@oAég TPWTOKOAAO TO OTIOLO ETTPETEL TN
UETOPOPA SESOUEVWV KL TNV ETKOWVWVIX LETa&D V0 PeAwV Tou (5lov SikTuov.


https://el.wikipedia.org/wiki/%CE%94%CE%B5%CE%B4%CE%BF%CE%BC%CE%AD%CE%BD%CE%B1

2.1. Medusa

['la Vv emitevdn piag SSH Brute ForceemiBeomn G Xp1OLLOTIOWCALLE TO EPYAAELD
medusa kal éva pass.txt apxeio pe St@opous kwdikoLS. Oa emiTeBOLE KoL TIAAL
otov worker_2 pe Ip 172.19.0.4

medusa -u docker -P pass.txt -h 172.19.0.4 -M ssh

ate@kate-VirtualBox:~5 medusa -u docker -P pass.txt -h 172.19.0.4 -M ssh
edusa v2.2 [http://www.foofus.net] (C) JoMo-Kun / Foofus Networks <jmk@foofus.n
et=

ACCOUNT CHECK: [ssh] Host: 172.19.0.4 (1 of 1, complete) User: docker (1 of 1,
® complete) Password: test (1 of 6 complete)
ACCOUNT CHECK: [ssh] Host: 172.19.0.4 (1 of 1, complete) User: docker (1 of 1,
0 complete) Password: dog (2 of 6 complete)

ACCOUNT CHECK: [ssh] Host: 172.19.0.4 (1 of 1, complete) User: docker (1 of 1,
® complete) Password: what (3 of 6 complete)

ACCOUNT CHECK: [ssh] Host: 172.19.0.4 (1 of 1, @ complete) User: docker (1 of 1,
® complete) Password: yes (4 of 6 complete)

ACCOUNT CHECK: [ssh] Host: 172.19.0.4 (1 of 1, @ complete) User: docker (1 of 1,
0 complete) Password: docker (5 of 6 complete)

ACCOUNT FOUND: [ssh] Host: 172.19.0.4 User: docker Password: docker [SUCCESS]

H eniBeon nrav emtuxng kat Bpnkape tov Kwdiko tou worker 2.

2.2. AvTiueTWTILON TNC €TBEONC

['a va avtipetwmicovpe TV emiBeon Oa Xp1OLULOTTOMNGOVE TO EPYAAELD
Fail2Ban.To Fail2Ban eivat éva mAaiolo Aoylopikov mpoAnyYmg elofoAwv mov
TPOOTATEVEL TOUG SLAUKOULOTEG TWV VTTOAOYLOTWYV o Blaleg emBETELS.

Eupeis otnv epyacia tpomomolovpe to apxelo jail.local ,6mwg mapovoialetal otnv
OULVEXELR, POV TIPpWTA avTypdoupe To jail.conf oto apyeio jaillocal pe v
TAPAKATW EVTOAT ,KABwG eviéxetal va evnuepwOel kat To (510 To apyeio kat va
xaBovv oL pLOUICELS IOV £XEL ELOAYEL O SLOYELPLOTNG.

sudo cp /etc/fail2ban/jail.conf /etc/fail2ban/jail.local

[sshd]

enabled = true

port = ssh

action = iptables-multiport
logpath = /var/log/auth.log



maxretry = 3

enables=true: ylo tnVv evepyoToinom Tou UnNxaviopov

port=ssh H mopta g ssh (22)

action = iptables-multiport iptables yla v amayopevon elc65ov
logpath = /var/log/auth.log Apxeio kataypapng

maxretry = 5 Méylotog aplOpuog mpoomabeiwv

Tpéxovpe TAAL TNV TTAPAKAT® EVTOAT] KL TIAPATNPOVHE OTL TWPA SEV PTOPEL VX
Tpaypatomomei n emibeon) .

medusa -u docker -P pass.txt -h 172.19.0.4 -M ssh

fail2ban
Medusa v2.2 [http://www.foofus.net] (C) JoMo-Kun / Foofus Metworks <jmk@foofus.n
et>

ERROR: Thread E9E34700: Host: 172.19.0.4 Cannot connect [unreachable], retrying
(1 of 3 retries)

ERROR: Thread E9E34700: Host: 172.19.0.4 Cannot connect [unreachable], retrying
(2 of 3 retries)
ERROR: Thread E9E34700: Host: 172.19.0.4 Cannot connect [unreachable], retrying
(3 of 3 retries)

ErutAeov Sev Ntav emtuxng n npoondbela yla cuvdEoels péow key.

3. Local/Remote SSH
Forwarding

To SSH Tunneling, eivain Suvatdtnta xpnong tov ssh yia  dnuovpyia
AUEISPOUNG KPUTITOYPAPNUEVTG GUVEEON G SIKTVOV HETAEY UNXAVWOV HECH TWV
omolwv pmopovv va avtaArdocovtat Sedopeva, ouvnBws TCP / IP.

[Mapéxel emiong Evav TPOTO Yl Vo A0 @AALCETE TNV KUKAO@Oopia SeSouEVWV
oToLoOMTOTE SES0UEVNG EQAPHOYNG HECW TIPOWON NG BVPAS, OUCLAOTIKA
Stoxetevon omolacdnmote OVpag TCP / IP péow SSH. Auto onpaivel 6tin
KUKAO@Opia SES0UEVWV TNG EPAPUOYTG KATEVOVVETAL VU PEEL LECN OE PLAL
KpuTToypa@nuévn ovvdeon SSH, €ToL wote va unv pmopel va vofAe@Bel 1 va
UTIOKAQTIEL KATA T LETAPOPAL.



Apxkd eykaBiotovpe Tov apache kot TpEYove TNV VTN PEeCia Kot BAETTOVUE Kot
TNV ip TOL UNYAVILATOG L.

sudo apachectl start
sudo netstat -antlupe

tcdocker@644617e2efba: /projectS sudo apachectl start
[sudo] password for docker:

t¢AHBO558: apache2: Could not reliably determine the server's fully qualified domain name, using 172.19.0.2. Set the 'Serv
erName' directive globally to suppress this message

tcdocker@644617e2efba: /projects sudo netstat -antlupe
Active Internet connections (servers and established)

t¢Proto Recv-Q Send-Q Local Address Foreign Address State Inode PID/Program name

tckep 0 127.0.0.11:43263 0.0.0.0:% LISTEN 50813

tctep © 0.0.0.0:80 9.0.0.0:% STEN 112487 11591/apache2
tctcp © 0.0.0.0:22 0.0.0.0:%* LISTEN 51038 26/sshd
uctcp6 0 r::22 288% LISTEN 51040 26/sshd

udp 0 127.0.0.11:38650 50812

docker@644617e2efba: /project$

3.1. Local port forwarding

Y7o local port forwarding , o meAdtng emBupel va amoktnosl mpdofaon o€ KATOLX
VTMPECIA PAG ATIOHAKPUGUEVNG UNXAVIG.

['la v vAoToinom Touv Local port forwarding tpeyovpe v TapakdTw eVIoAn
ssh -nNT -L 8000:localhost:80 kate@l27.0.0.11

docker@644617e2efba: /project$ ssh -nNT -L 80@0:localhost:80 kate@l27.0.0.11
The authenticity of host '127.0.0.11 (127.0.0.11)' can't be established.
ECDSA key fingerprint is SHA256:q9CWGiHX+7JCNR3RaEkKIDtEKFKhSgIELnKUZFCyckA.

Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added '127.8.0.11' (ECDSA) to the 1list of known hosts.
kate@127.0.0.11's password:

H mapamdvw evtoAn dSnuovpyel pia onpayya ssh petadh Tov VTTOAOYLOTH KoL TOU
SlakouloT) kat TpowBel 6AN v kivnon amod to localhost: 80 oto localhost: 8000 .

3.2. Remote port forwarding

Yto remote port forwarding okomnog eival n anoktrjon npdopaocng oe unnpeoieg
TOPOUC TOU ATMOPOKPUCUEVOU EUTTNPETNTH, OL omoieg Sev sivat Stabéotpeg .M ‘outod to Adyo
,ipowBeital n kivnon amod pio mUAN TNC TOTILKAC LNXAVAG OE L TTUAN TNG AMOUOKPUCHEVNG
Hnxavng.

['la v vAoTioinom tov remote port forwarding TPEYOULE TNV TAPAKATW EVTOAN



ssh -nNT -R 4000:1localhost:3000 user@l27.0.0.11

docker@644617e2efba: fprojectS ssh -nNT -R 4000:localhost:3000 kate@127.0.0.11
kate@127.8.0.11's password:
Permission denied, please try again.

kate@127.8.0.11's password:
Permission denied, please try again.
kate@127.8.0.11's password:

H mapamdvw evtoAn dnuovpyel pia onpayya ssh petagd Tov vToAoyloTh g Kot
TOU SLaKOULOTN KAt TipowBel 6An TV kivnom amo to localhost: 3000 (otov
vmoAoyLoTr) oag) oto localhost: 4000 (oto mAaioclo Tov StakopoTh).

BAémovpe v oelida Tov apache av tpe€oupue curl localhost:4000.

"<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.0rg/TR/xhtml1/DTD/xhtmll-transitio
nal.dtd">

<html xmlns="http://www.w3,0rg/1999/xhtnl">

i Modified from the Debian original for Ubuntu
Last updated: 2816-11-16

See ttps://launchpad.net/bugs /1288690

ta http-equiv="Content-Type"” content="text/html; charset=UTF-8" />
ache2 Ubuntu Default Page: It works<j/title>
type="text/css" medla="screen">

{
margin: ©px @px 8px
padding: epx 8px Opx

body, html {
padding: 3px 3px 3px 3px;

background-color: #DSDBE2;
font-family: Verdana, sans-serif;

font-size: 11pt;
text-alion: center:

4. VPN

‘Eva elkoviko 18wtk Siktuvo (VPN) emekteivel éva 181w Tiko SikTuo o€ éva
SNUOCL0 SIKTLO KAL ETTPETEL GTOVG XPNIOTEG VU OTEAVOULV Kal v Adpdvouv
dedopeva og kowoxpnotan dnuocta SIkTua Gov VA Tay 0L UTIOAOYLOTIKEG TOUG
OVOKEVEG oLVOEeSEpEVEG atevBeiag 0TO ISLWTIKO SIKTLO.



4.1. Anuovpyia VPN

Ttov @akelo swarmlab-sec dnpovpyove évav véo @dakedo Tov vpn.Ekel
@Tdyvoupe Vo véa apyela
To create-vpn.sh kat to create-user.sh. ,0Tw¢ @aiveTal Kot 6T GUVEXELA.

create-vpn.sh
#!/bin/bash

IP=127.0.0.1 #
Server IP

P=1194 #
Server Port

OVPN_SERVER='10.80.0.0/16" # VPN Network

#vpn data=/var/lib/swarmlab/openvpn/openvpn-services/ # Dir
to save data ** this must exist **
vpn data=$PWD/openvpn-services/
if [ ! -d $vpn _data ]; then
mkdir -p $vpn data

fi

NAME=swarmlab-vpn-services # name
of docker service

DOCKERnetwork=swarmlab-vpn-services-network #
docker network

docker=registry.vlabs.uniwa.gr:5080/myownvpn #

docker image

docker stop $NAME #stop container
sleep 1
docker container rm $NAME #rm container

# rm config files

rm -f $vpn data/openvpn.conf.*.bak
rm -f $vpn data/openvpn.conf

rm -f $vpn data/ovpn_env.sh.*.bak
rm -f $vpn data/ovpn_env.sh

# create network

sleep 1

docker network create --attachable=true --driver=bridge --
subnet=172.50.0.0/16 --gateway=172.50.0.1 $DOCKERnetwork

#run container see ovpn genconfig

docker run --net=none -it -v $vpn data:/etc/openvpn -p
1194:1194 --rm $docker ovpn genconfig -u udp://$IP:1194 \
-N -d -c -p "route 172.50.20.0 255.255.255.0" -e "topology
subnet" -s $0VPN SERVER

# create pki see ovpn initpki
docker run --net=none -v $vpn data:/etc/openvpn --rm -it
$docker ovpn initpki



# see ovpn copy server files
#docker run --net=none -v $vpn data:/etc/openvpn --rm $docker
ovpn copy server files

#create vpn see --cap-add=NET_ADMIN

sleep 1

docker run --detach --name $NAME -v $vpn data:/etc/openvpn --
net=$DOCKERnetwork --ip=172.50.0.2 -p $P:1194/udp --cap-
add=NET ADMIN $docker

sudo sysctl -w net.ipv4.ip forward=1

#show created
docker ps

e [P=127.0.0.1:localhost péoa o€ éva kovtévep Ba emiAvBel ot otoifa
SIKTUOL AUTOV TOU KOVTELVEP

e P=1194:port

e OVPN_SERVER='10.80.0.0/16" :kaBoplopog §1eubVvoewV Kal HAOK®OV Yl
Toug Vpn clients

e vpn_data=$PWD/openvpn-services/ :kaTGA0oyog yla Tpocdptnon
dedouévwv

e NAME=swarmlab-vpn-services : ovopa tov docker services

e docker run --net=none -it -v $vpn_data:/etc/openvpn -p 1194:1194 --rm
$docker ovpn_genconfig -u udp://$IP:1194 \ -N -d -c -p "route 172.50.20.0
255.255.255.0" -e "topology subnet” -s §OVPN_SERVER :create config

e # create pki see ovpn_initpki docker run --net=none -v
$vpn_data:/etc/openvpn --rm -it $docker ovpn_initpki :xkAeSia

e docker run --detach --name $NAME -v $vpn_data:/etc/openvpn --
net=$DOCKERnetwork --ip=172.50.0.2 -p $P:1194/udp --cap-
add=NET_ADMIN $docker : Run docker vpn service

[Ipwv tpé€oupe To apyeio aAAG{OVUE TA SIKALWUATH WG EENG

chmod 700 create-vpn.sh

[Iépvoupe Ta TAPAKATW ATTOTEAETUATA POV TPEEOVLE TNV EVTOAT] ./ create-
vpn.sh.



Signature ok
The Subject's Distinguished Name s as
CommonNane :ASN.

Certificate 1s to be certified until X 5 12:46:02 2024 GMT (1080 days)

Write out database with 1 new entries
Data Base Updated

SSL: openssl OpenSSL 1.1.1b 26 Feb 2019
configura n Jusr/s safessl-easyrsa.cnf
etc/openvpn/ pr
)r:28078065:UI routines:UI_set_result_ex:result too small:crypto/ul/ul_11b.c:903:You must type in 4

s phrase for Jetc/openvpn/pki/private/ca.key:
An/updated CRL has been created.
C file: Jetc/openvpn/pki/crli.pem
f05ca8363db4fe768a6218bda694064ce5dfedbd495¢c9998cd4517114
lp_forward = 1
IMAGE CREATED STATUS
NAMES

glstry.viabs.uniwa 0 0 P run 2 seconds ago Up Less than a second
»1194 /udp swarmlab-v

4.2. Anpovpyia xpioTn

create-user.sh

USERNAME=test1l

vpn data=$PWD/openvpn-services/
docker=registry.vlabs.uniwa.gr:5080/myownvpn

docker run -v $vpn data:/etc/openvpn --rm -it $docker easyrsa
build-client-full $USERNAME nopass

docker run -v $vpn data:/etc/openvpn --log-driver=none --rm
$docker ovpn getclient $USERNAME > $USERNAME.ovpn

[Tpwv tpé€oupe To apyeio aAAA{OVUE TA SIKALWUATH WG EENG
chmod 700 create-user.sh

[Tépvoupe Ta TAPAKATW ATTOTEAETUATA 0OV TPEEOVE TNV EVTOAT] ./create-
user.sh.



Using SSL: openssl OpenSSL 1.1.1b 26 Feb 2619
Generating a RSA private key

Using configuration from /usr/share/easy-rsa/safessl-easyrsa.cnf

Enter pass phrase for /etc/openvpn/pki/private/ca.key:

Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

commonName tASN.1 12:'testl’

Certificate is to be certified until Dec 18 19:58:47 2023 GMT (1080 days)

Write out database with 1 new entries
Data Base Updated

4.3. Tporomnotnon apyetov testl.ovpn
KoL o0ovdean

TpomomoloUpe To apyeio testl.ovpn ,0TwG PAIVETAL 0T CUVEXELA

client

nobind

dev tun

comp-1zo

resolv-retry infinite
keepalive 15 60
remote-cert-tls server
remote 192.168.1.5 1194 udp
float



kate@kate-Virtua

File Edit View Search Terminal Help
GNU nano 2.9.3

client

nobind

dev tun

comp-1lzo

resolv-retry infinite
keepalive 15 60

remote-cert-tls server
remote 192.168.8905 1194 udp
float

QVTLYPAPOVE TO apXELo
cp testl.ovpn ../myproj/project/testl.vpn
2T CUVEXELX EKTEAOVE TNV TIAPAKAT®W EVTOAT] YL VA YiveL 1) oUvSeon

openvpn --config ./testl.ovpn



