Aocodieia Aiktowv kKat Emkowvwviov
IIétpog Kapvdng

A@ou kdavoupe clone 1o swarmlab project atmmoé 1o
https://git.swarmlab.io:3000/swarmlab/swarmlab-sec oto unxavnua pag,
MTTOPOUHE Va QPTIAEOUNE £va OUAVOG UNXAVNHATWY OTTOU €KEl Ba TTPOCOUOILGCOUNE OPICUEVEG ETTIBETEIG
aoQAAEING.

Méoa oTo @akeho swarmlab_sec dnuioupyouue Tov @AakeAo Tou project yag (myproject), émerta
MTTaivoupEe aTov @AKEAO Kal dnuIoupyouE To project:

.Jinstall/usr/share/swarmlab.io/sec/swarmlab-sec create
A@OU TO dnNUIOUPYrCOUNE, ETTIAEyOUUE TOV apIBUo Twv container TTou BEAOUNE va TPEEOUE:
.Jinstall/usr/share/swarmlab.io/sec/swarmlab-sec up size=10

===> SPIN UP MASTER NODE

SwarmLab. o
S docker-compose up -d master

Creating my_project_master_1 ...

===> SPIN UP WORKER NODES

SwarmLab. io
S docker-compose up -d worker

Creating my_project_worker_1 ...

SwarmLab. io
S docker-compose scale worker=9

W : The scale command is deprecated. Use the up command with the --scale flag instead.
Starting my_project_worker_1 ... d

Creating my_project_worker_2 ... d

Creating my_project_worker 3 ... c ===> SWARMLAB READY

Creating my_project_worker_4 ...

Creating my_project_worker_5 ... Ht
Creating my_project_worker_6 ... d

Creating my_project_worker_7 ... d HEOHE HE O#E 4
Creating my_project_worker_8 ...

Creating my_project_worker_9 ...

MPICH Swarmlab.io

o run SEC programs in an interative shell:
1. Login to master node:
Using Docker through command wrapper:
$ swarmlab-sec login

Or using SSH with keys through exposed port:
S ssh -0 "StrictHostKeyChecking no" -i sshfid_rsa -p 2222 sec@localhost
where [localhost] could be changed to the host IP of master node

. Execute programs inside master node, for example:
$ sudo su
# apt update

| Default hestfile of connected nodes in the swarmlab |
| is automatically updated at /etc/opt/hosts
| To obtain hostfile manually: $ get hosts > hosts



https://git.swarmlab.io:3000/swarmlab/swarmlab-sec

Anuwovpyniooape to cluster Twv 10 container. Katémv kavoupe login oto gbotnua and
BLAQOPETIKEC KAPTEAEC TEPUATLKOD UE TNV EVTOAN
..J/install/usr/share/swarmlab.io/sec/swarmlab-sec login

docken@babasassdeen: fproject

docker @babasdieddet: fproject

(user "reot"),

‘Exovue pTidEel éva apyelo (fnetip.txt) uéow Tov omolov AVTOPATOTOLOVUE WG €va Babud
TNV €0pean TNG ip ToL HIKTVOL Kal TWv LTIOAO(TIWY container.
docker@4b85436d6e0: /projectS cat fnetip.txt
netip=$(ifconfig|grep inet|sed -n 1p|awk "{print \$2}"|cut -f 1-3 -d "."|sed 's/$/.*/")

orker1=$(nmap -sP Snetip|grep my project worker_1.my project net|awk '{print SNF}'|tr -d

orker2=5(nmap -sP Snetip|grep my_project_worker_2.my_project_net|awk '{print SNF}'|tr

orker3=$(nmap -sP Snetip|grep my_project_worker_3.my_project_net|awk '{print SNF}'|tr
-sP Snetip|grep my project worker_4.my project net|awk '{print SNF}'|tr
-sP Snetip|grep my_project_worker_5.my_project_net|awk '{print SNF}'|tr
-sP Snetip|grep my_project_worker_6.my_project_net|awk '{print SNF}'|tr

-sP Snetip|grep my project worker_7.my_project net|awk '{print SNF}'|tr

-sP Snetip|grep my_project_worker_8.my_project_net|awk '{print SNF}'|tr

Snetip|grep my_project_worker_9.my_project_net|awk '{print SNF}'|tr

lplawk "{ - '8 M)
rep my_p work int SMF}' |tr -d '(
Lplgrep my_projec er_2.my_project_net|awk '{print $NF}'|tr -d '{




ZuvdedpooTte o€ €vav and Toug 600 workers HEGW AAAOL TEPUATLKOU:
docker@aad74325718f: /project docker@6f1eb62dd441: ~

docker@aad74325718f: /project$ ssh docker@172.19.0.3
docker@172.19.0.3's password:

Welcome to Ubuntu 18.04.5 LTS (CGNU/Linux 5.8.0-40-generic x86_64)

* Documentation: https://help.ubuntu.com

* Management: https://landscape.canonical.com

* Support: https://ubuntu.com/advantage
This system has been minimized by removing packages and content that are
not required on a system that users do not log into.

To restore this content, you can run the 'unminimize' command.

Last login: Wed Jan 27 10:02:42 2021 from 172.19.0.2

$ bash

To run a command as administrator (user "root"), use "sudo <commands".
See "man sudo_root" for details.

docker@6f1eb62dd441:~$ |j

ExkteAolue pla ddos attack and tTov master mpo¢ tov worker TpéyxovTac o€ auTOV TO MapaATdvw
script
sudo apt update
sudo apt upgrade
sudo apt install hping3
= I
clear

echo

echo
sudo hping3

./master_icmp_ddo dockerfhasd 74325718F: fproject

8 headers + 0 data bytes

2tn nepLd tov worker kdvovtag €va MAAPEG netstat mapatnpolue eLoepxdueva
TIOKETA
docker@sfleb62dd441:~5 netstat -antlupe
(No info could be read for "-p": geteuid()=1080 but you should be root.)
Active Internet connections (servers and established)
Proto Recv-Q Send-Q Local Address Foreign Address State User Inode PID/Program name
tcp 0 0 127.0.0.11:46283 0.0.0.0:* LISTEN 0 192176

tcp 0 0 0.0.0.0:22 0.0.0.0:* LISTEN 0] 193044

tcp 0 328 172.19.0.3:22 172.19.0.2:43276 ESTABLISHED © 2601288
tcpé 0 1122 S LISTEN 0 193046
udp 0 .0.0.11:49442 0.0.0.0:% 0] 192175




Katém tpé€xouvue To akOAoLB0 script yla TN avTIUETWIILON TNG EMBeanCg
sudo apt update

sudo apt upgrade

clear

sudo iptables

echo "

sleep 2s

sudo timeout 2s tcpdump eth® icmp
sleep 2s

echo "

sﬁdd iptables
sudo iptables icmp_flood
sudo iptables INPUT icmp icmp_flood

sudo iptables icmp_flood limit /s RETURN
sudo iptables icmp_flood DROP

sleep 2s

echo "

sleep 2s

sudo timeout 2s tcpdump ethO icmp

. .
EKTEAEON TOUL script:
docken@sf iebsaddadr; ~ Qa
dockerfbaad T43I25T18F Jorofect docker@eFiebs2dddan: - ubuntu@ubuntu-ESEM-HDY: -fywarmlab-sec/my_project

56.573427 IP my_project_master_l.my_project_net > 6f1eb62dd4d41: TCMP echo request, id 58640, seq 38982, length 8
56.573429 IP &6fleb62dd441 = my_project_master_1.my_project_net: TICMP echo reply, id 58648, seq 38982, length 8
56.573437 IP my_project_master_1.my_project_net = 6flebf2dd441: TCMP echo request, id 58640, seq 39238, length
56.573438 IP 6fleb62dddal = my_project_master_1.my_project_net: ICMP echo reply, id 58640, seq 39238, length 8
.573446 IP my_project_master_1.my project net » 6fleb62dd441: TICMP echo request, id 58640, seq 39494, length
56.573448 IP 6f1eb62dd441 = my_project_master_1.my_project_net: TICMP echo reply, id 58640, seq 39494, length 8
.573455 IP my_project_master_1.my_project_net > 6f1leb62ddd441: ICMP echo request, id 58640, seq 39758, length
56.573457 IP 6fleb62ddd41 = my_project_master_1.my_project_net: ICMP eche reply, id 58640, seq 39750, length 8
56.573483 IP my_project_master_i.my_project _net > 6fieb62ddddl: ICMP echo request, id 58640, seq 40518, length
56.573502 IP my_project_master_1.my_project net > 6fieb62ddd4di: ICMP echo request, id 585640, seq 41038, length
.573520 IP my_project_master_1.my_project net » 6fleb62dd4d41: ICMP echo request, id 58648, seq 41542, length
56.573522 IP 6f1eb62ddddl > my_project_master_1.my_project_net: ICMP echo reply, id 58640, seq 41542, length 8
L573529 IP my_project_master_1l.my_project_net = 6fleb62dd4dl: ICMP echo request, id 58640, seq 41798, length
56.573531 IP ofleb62ddddl > my_project_master_l.my_project_net: ICMP echo reply, 1d 58640, seq 41798, length &
.573539 IP my_project_master_l.my_project_net > 6fleb62ddd44l: ICMP echo request, id 58648, seq 420854, length
.573541 IP 6fleb62ddd441 > my_project_master_1.my project_net: ICMP echo reply, id 58640, seq 42054, length 8
.573548 IP my_project_master_1.my_project net > 6Fleb62dd441: ICMP echo request, id 58640, seq 42310, length
.573550 IP 6fleb6iddd4l = my_project_master_1.my_project_net: ICMP echo reply, id 58648, seq 42316, length 8
.573559 IP my_project_master_1.my_project_net > 6Fleb62dd441: ICMP echo request, id 58640, seq 42566, Llength
.573561 IP 6flebs2ddd44l = my_project_master_1.my_project_net: ICMP echo reply, 1d 58640, seq 42566, length 8
.573569 IP my_project_master_l.my_project_net > 6fleb62dd441: ICMP echo request, id 58648, seq 42822, length
56.573570 IP 6fleb62dd44l > my_project_master_l.my_project_net: ICMP echo reply, id 58640, seq 42822, length 8
56.573578 IP my_project_master_1.my_project_net = 6fleb62ddd44l: ICMP echo request, id 58640, seq 43678, length
.573580 IP 6fleb62dd441 = my_project_master_l.my_project_net: ICMP echo reply, id 58640, seq 43878, length 8
.573588 IP my_project master_1.my_project_net - 6fleb62dd441: ICMP echo request, id 58540, seq 43334, length
.573589 IP 6fleb62dd441 > my_project_master_1.my_project _net: ICMP echo reply, id 58640, seq 43334, length 8
56.573597 IP my_project master_1.my_project met = 6fleb62dd441: ICMP echo request, id 58548, seq 43590, length
.573599 IP 6flebb2dd441 = my_project_master_l.my_project_net: ICMP echo reply, id 58640, seg 43596, length 8
56.573607 IP my_project_master_Li.my_project_net > 6fleb62dd441l: ICMP echo request, id 58648, seq 43846, length
56.573608 IP 6fleb62dd441 = my_project_master_1.my_project_net: ICMP echo reply, id 58640, seq 43846, length 8
.573616 IP my_project_master_l.my_project_net > 6fleb62dd44l: ICMP echo request, id 58649, seq 44102, length
56.573618 IP 6f1leb62dd441 = my_project_master_l.my_project_net: ICMP echo reply, id 58648, seq 44102, length 8
56.573626 IP my_project_master_1.my_project_net > 6fleb62dd441: ICMP echo request, id 58640, seq 44358, length
56.573928 IP my_project_master_1.my_project_net > 6fleb62dd441: TICMP echo request, id 58640, seq 52806, length
5.573937 IP my_project_master_1.my_project_net > 6f1leb62dd441: ICMP echo request, id 5B648, seq 53662, length
.573948 IP my project_master_1.my_project_net > 6f1eb62dddd41: ICMP echo request, id 5B648, seq 53318, length
56.573249 1P 67




.918868
.918876
918877
918885
918894
910896
910504
.910%06
910913
910922
.918924
910932
.918934
.918541
918951
.9108953

9168961
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918982

7.918989

.91e5991
.910599
.911808
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.911818
.911619
911827

57.911836

dockerfbasd TA325718F fprofect

P
P
P
IP
P
Ip
Ip
P
IP
Ip
Ip
Ip
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i
Ip
P
Ip
Ip
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i
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Ip
Ip
i
i
ip
Ip
Ip
P
Ip

6f1eb62dd441 > my_project_master_1.
my_project_master_1.my_project_net
6f1eb62dd441 = my project_master_1.
my_project_master_l.my_project_net
my_project_master_1.my_project_net
6F1eb62dd441 = my_project_master_1.
my_project_master_1.my_project_net
6fleb62ddd41 = my_project_master_1.
my_project_master_1.my project_net
my_project_master_1.my project_net
6f1eb62ddd41 > my_project_master_1.
my_project_master_1.my_project_net
6fleb62ddddl = my_project_master_1.
my_project_master_1.my_project_net
my_project_master_1.my project_net
6fleb62ddd4dl = my_project_master_1.
my_project_master_1.my_project_net
bfleb62ddddl = my_project_master_1.
my_project_master_1.my_project_net
my_project_master_1.my project_net
6fleb62dd441 = my_project_master_1.
my_project_master_1.my_project_net
6fleb62dd441 = my_project_master_1.
my_project_master_1.my_project_net
my_project_master_1.my_project _net
6fleb62dd441 > my project_master 1.
my_project_master_1.my_project_net
6fleb62dd441 = my_project_master_ 1.
my_project_master_1.my_project_net
my_project_master_1.my_project_net

214727 packets captured

387992 packets received by filter
173218 packets dropped by kernel
New iptables rules
% sec ICMP packet sniffing after iptables config

.9735984
.973918
.973916
9735921
973827
.9735933

973339

973845
973950
973956
973562
973568
9733974
.973980
9735986
85,
1085,
185,
185,
185
185,
:85.
185,
185,
185,
H
B:85.
H:
185,
03,
HiH
9105,

973992
973997
974003
974089
974815
974621
9740827
974033
9 39
974644
974650
074656
974662
974868
974673
974679
974885

daockerfbaod T4125718F fproject

1P
IP
IP
IP
P
1P
IP
IP
IP
IP
Ip
IP
IP
IP
IP
IP
Ip
1P
Ip
IP
Ip
i
Ip
Ip
Ip
Ip
Ip
Ip
IP
Ip
IP
IP

my_project_master_1.my_project_net
my_project_master_1

my_project_master_1.my project_net
my_project_master_1.my_project_net
my_project_master_1.my_project_net
my_project_master_1.my project_net
my_project_master_1.my preoject_net
my_project_master_1.my project_net
my_project_master_1.my_project_net
my_project_master_1.my_project_net
my_project_master_1.my_project_net
my_project_master_1.my_project_net
my_project_master my_project_net
my_project_master_1.my project_net
my_project_master_1.my_project_net
my_project_master my_project_net
my_project_master my_project_net
my_project_master_1.my_project_net
my_project_master_1.my project_net
my_project_master_:
my_project_master_1
my_project_master_
my_project_master_
my_project_master_
my_project_master_1.my_
my_project_master_1.my_
my_project master_1.my
my_project_master_1.my_
my_project_master_1.my_
my_project_master_1.my_
my_project_master_1.my
my_project_master_1.my_

.my_project_net
.my_project_net
.my_project_net

project
project_net
project_net
project_net
project_net
project_net
project_net
project_net

net

235931 packets captured

316738 packets received by filter
BA799 packets dropped by kernel
docker@cfieb6zddd4dl:~5

Ka®w¢ 6ev mapatnpolue

rules.

.my_project_net

my_project_net >

.my_project_net

docken@sf iebsaddadr; -

dackeréFtebs2dddat: -

my_project_net: ICMP
> 6fleb62ddddl: TCMP
my_project net: ICMP
> 6flebb2dd4d1: ICMP
> 6flebb2dddal: TCMP
my_project_net: ICMP
> 6fleb62ddd41: ICMP
my_project_net: ICMP
> bfleb62dd4q41: ICMP
> 6fleb62dddd1: ICMP
my_project_net: ICMP
> 6fleb62ddadl: ICMP
my_project_net: ICMP
> 6fleb62ddddl: ICMP
> 6flebG2dd44l: ICMP
my_project_net: ICMP
= 6fleb62dd441: ICMP
my_project_net: ICMP
> 6fleb62dd441: ICMP
> 6fieb62dd441: ICMP
my_project_net: ICMP
> 6fleb62dd4dl: ICMP
my_project_net: ICMP
> 6flebb2dd441: ICMP
> 6fleb62dd441: ICMP
my_project_net: ICMP
= 6fleb62dd44l: ICMP
my_project_net: ICMP
= 6fleb62dd441: ICMP
= 6fleb62dd4dl: ICHP

acho
echo
echo
echo
acho
acho
echo
echo
eche
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo

reply, id 58640, seq 22688, length 8
request, id 58640, seq 22344, length
reply, id 58640, seq 22344, length 8

request, id 58640, seq 22608, length

request, id 58648, seq 22856, length
reply, id 58640, seq 22856, length 8
request, id 58640, seq 23112, length
reply, id 58640, seq 23112, length 8
request, id 58640, seq 23368, length
request, id 58640, seq 23624, length
reply, 1d 58640, seq 23624, length 8
request, id 58640, seq 23888, lenath
reply, id 58640, seq 23880, length &
request, id 58640, seq 24136, length
request, id 58640, seq 24392, length
reply, 1d 58640, seq 24392, length 8
request, id 58640, seq 24648, length
reply, id 58640, seq 24648, length 8
request, id 58640, seq 24904, length
request, id 58640, seq 25168, length
reply, 1d 58640, seq 25160, length 8
request, id 58640, seq 25416, Llength
reply, id 58640, seq 25416, length 8
request, id 5B648, seq 25672, length
request, id 58640, seq 25928, length
reply, id 58640, seq 25928, length 8
request, id 58640, seq 261B4, length
reply, id 58640, seg 26184, length 8
request, id 58640, seq 26448, length
request, id 585649, seqg 26696, length

dockenBaf inbsaddedt; ~

dockerieFiebs2dddat: -

6f1eb62ddad1:
6flebb2dd44]:
6f1eb62dd441:
6f1eb62dda41:
6fleb62ddd4al:
6f1leb62dddal:
6Fleb62ddd41:
6f1eb62dd441:
6f1eb62dddaal:
6Fleb62dda41:
6flebb2ddd41:
6Fieb62ddadl:
6flebG2dd441:
6Fleb62ddddl:
6fleb62dd441:
6f1ebb2dd441:
6f1eb62dd441:
6Fleb62dd441:
6fleb62dd441:
6fleb62dd441:
6flebs2ddd41:
6Fleb6iddddl:
6flebb2dd441:
6flebs2dd441:
o6flebb2dd441:
6fleb62dd441:
6flebb2dd441:
6fleb62dd44]:
6f1eb62dd441:
6fleb62dd441;
6fleb62dd441:
6f1eb62dd441:

ICMP
P
ICHP
cmMp
IcHP
cMp
ICHP
IcHP
P
ICMP
IcMp
ICHP
IcmP
IcMP
ICMP
IcMe
IcMe
ICMP
Icme
IcMp
Ive
IcMe
cme
Icme
Ive
IcMe
IcMe
e
IcMP
IcMp
IcHP
IcmP

echo
echo
echo
acho
acho
echo
echo
eche
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo

request, id
request, id
request, id
request, id
request, id
request, id
request, id
request, id
request, id
request, id
request, id
request, id
request, id
request, id
request, id
request, id
request, id
request, id
request, id
request, id
request, id
request, id
request, id
request, id
request, id
request, id
request, id
request, id
reguest, id
request, id
request, id
request, id

58640,
58640,
54, se
58640,
58540,
58640,
58648,
58548,
58648,
58540,
58640,
58640,
58648,
58640,
58648,
586480,
58640,
58640,
58648,
58540,
58648,
58640,
58540,
58648,
58648,
58640,
58540,
58640,
58648,
58640,
58644,
58648,

16375, Length
16631, length
16887, length
17143,
17399,
17655,
17911,
18167,
18423,
18679,
18935,
19191,
12447,
19703,
19959,
20215,
20471,

Length

Length
Length
Length
length
length
length
Length
length
length
length
length
Length
Length
Tength
Tength
length
length
Length
length
length
length
Length
length
length
length
length

21485,
21781,
22007,
22263,
22519,
22715,
23031,
23287,
23543,
23799,
24055,
24311,

ubuntu@ubint-E2EM-HO:

ubuntu@ubirntu-E55M-HB:

Length ¢

length ¢

Q. =

=frwarmiab-secfmy_project

i =

=fvwarmtab-zecfmy_project

K&rnota Slapopd, mbavéTata Kdmolo AdBoc €xw KAvel e Ta véa iptables




MNa tnv vAomnoinan €vog ssh brute force attack YpnoLuonololue To epyaAieio medusa
AkoAovBel oxeTLkd script yla Tov master:

apt update

apt upgrade

apt install medusa

docker dictionary.txt

up libapri:amd6d4 (1.6.3-2) ...
up libsshz-1:amd64 (1.8.8-1) ...
up libpg5:amd6d (16.15-Gubuntud.18.684.1) ...
up libaprutili:amded (1.6.1-2) ...
up Tibserf-1-1:amd6d (1.3.9-8) ...
ing up libsvnl:amde4 (1.9.7-4ubuntul) ...
ing up medusa (2.2-5) ...
Processing triggers for libc-bin (2.27-3ubuntul.4) ...
Finding victim worker IP
Starting ssh brute force attack with medusa
Medusa v2.2 [http://www.foofus.net] (C) JoMo-Kun / Foofus Networks <jmk@foofus.net>

ACCOUNT CHECK: [ssh] Host: 172.19.0. of 1, 0 complete) User: docker (1 8 complete) Password: password (1 of 20 complete)
CHECK: [ssh] Host: 172.19.8.3 (1 of 1, @ complete) User: docker (1 0 complete) Password: 1234565 (2 of 20 complete)
CHECK: sh] Host: 172.19.8. 1 of 1, 0 complete) User: docker (1 @ complete) Password: yoyo (3 of 20 complete)
CHECK: [ssh] Host: 172.19.8.3 (1 1, 0 complete) User: docker (1 8 complete) Password: hahaha (4 of 20 complete)
CHECK: [ssh] Host: 172.19.8.3 1, 0 complete) User: docker (1 8 complete) Password: passwd (5 of 20 complete)

CHECK: [ssh] Host: 172.19.8.:
CHECK: ] Host: 172.19.8.:
CHECK: sh] Host: 172.19.8.
CHECK: ] Host: 172.19.8.:
CHECK: h] Host: 172.19.8.:
CHECK: ] Host: 172.19.8.:
CHECK: h] Host: 172.19.9.3
CHECK: h] Host: 172.19.8.:
CHECK: ] Host: 172,19.8,:
CHECK: ] Host: 172.19.8.
CHECK: h] Host: 172.19.0.
CHECK: [ ] Host: 172,19.0,
CHECK: [ssh] Host: 172.19.8,
CHECK: [ssh] Host: 172.19.8.:
CHECK: [ssh] Host: 172.19.8.
CHECK: [ssh] Host: 172.19.8,3
FOUND: sh] Host: 172.19.8.3
docker@aad74325718f: /projects |

complete) User: docker
complete) User: docker
) complete) User: docker
0 complete) User: docker
complete) User: docker
complete) User: docker
D complete) User: docker

complete) Password: password (1 of 20 complete)
complete) Password: 1234565 (2 of 28 complete)
complete) Password: voyo (3 of 28 complete)
complete) Password: hahaha (4 of 20 complete)
0 complete) Password: passwd (5 of 20 complete)
of complete) Password: cantfindme {6 of 20 complete)
of complete) Password: banana (7 of 20 complete)

) complete) User: docker of 1, @ complete) Password: iseeyou (B of 20 complete)
complete) User: docker (1 of complete) Password: godlike (9 of 20 complete)
complete) User: docker (i of complete) Password: perfect (10 of 20 complete)
complete) User: docker (1 of complete) Password: safe (11 of 20 complete)
complete) User: docker {1 of complete) Password: findme (12 of 20 complete)

0 complete) User: docker (1 of complete) Password: bruteforce (13 of 2@ complete)
complete) User: docker (1 of complete) Password: sshconnect (14 of 20 complete)
complete) User: docker (1 of complete) Password: admin (15 of 20 complete)

i complete) User: docker (1 of 1, @ complete) Password: docker (16 of 28 complete)

: docker Password: docker [SUCCESS]

L
s o o, £
[ S i T

[ S

Wb

Ané tn hepld tov worker pe TNV eykatdotaon Tov epyaAsiov fail2ban kot Tov oploud Touv apyeiov
jail.local otov @dkeAo Jetc/fail2ban netuyaivovue eEatpeTik duvva anévavti o€ brute force attacks.
2tov worker 1 é€youpe:

docker@6fleb62dd441:~5 1s -1
total 12
-rwxrwxr-x 1 docker docker 669 Jan 27 10:25 «
-rw-rw-r-- 1 docker docker 104 Jan 27 11:06 falleanlnfo txt
-rwxrwxr-x 1 docker docker 206 Jan 27 11:11 f A
docker@6fleb62dd441:~$ cat failzbaninfo.txt
[sshd]
enabled = true
ssh
sshd
/var/log/auth.log
4
= 86400




Aol B€ooupe To TIEPLEXOEVO TIOL Ba £xEL TO vEO jail ekteAolpe To fail2banscript.sh
apt upd
apt upgrade
apt install fail2ban
systemctl start failz2ban

sudo cp ./failzbaninfo.txt /etc/failzban/jail.local
sudo systemctl restart fail2banfj

Mo obvdeon anokAELoTIKA Ue authentication key ekteAoOue atov worker 1o €€ric:
vi /etc/ssh/sshd_config

Exel mapapetponolobpe ta €EAC:
PasswordAuthentication no
ChallengeResponseAuthentication no
UsePAM no

PermitRootLogin no

‘Eneitta kdvoupe restart to service: sudo systemctl restart ssh

Mo local ssh forwarding KGvoupe T €ENAG:
Ac movue 6tL o0 workerl @Tidyvel évav apache server:

sudo apt install lynx -y
sudo apt install apache2 -y
apache2ctl start

KateBdlouue kot To lynx yia va prnopole va 5o0ue to apyxelo, Y HE TNV MOUPAKATW EVTOAN:

docker@6f1eb62dd441:~$ lynx localhost]

EmBeBatwvovpe 6Tl 0 apache server tpéxel atnv népta 80 tov workerl
dot =5 5 at -an 0

upe|grep B

@ 0.0.0.0:

Hocker@6f1eb62ddaa1:~5 ||

9.0.0.0:% LISTEN 0 2430061 18436/apache2



docker@efinbsaddadt: ~

docker@éfebs2ddddt: -

It work

e default

page

lynx 172.19.0.3}

I remote ssh forwarding kdvouue ta €EAG:
2tov workerl ssh -R 5000:localhost:80 docker@$anyworker

Aol cuvdeBolEe aToVv omolodAmoTe GAAO GTO OUAVOG KAvouue lynx localhost 5000



